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ABSTRACT

The purpose of the study was to construct a picture of the EU’s global position in a world 
defined by the US-Chinese technological Cold War. Morphological analysis has been used 
to enable a comprehensive analysis of the relationship between the technological and social 
domains. Structured interviews were also used to support the analytical process. The results 
of the exploration showed a picture of the EU’s multi-level technological weakness compared 
to competing powers. While the EU is not a weak entity, its future international position 
will depend on the creation of its own technological capabilities and on cooperation with 
the United States. Both lines of action are subject to multiple risks. Firstly, some aggressive 
technological developments (such as the plans to place microchips production in Europe) 
can generate more problems than diversification. Secondly, the EU must extend its work on 
high-tech (primarily AI) beyond the logic of market regulation and focus on their geopoliti-
cal and military dimension. It must also be ready for possible obstacles in cooperation with 
the United States. The alternative to this track, as the analysis shows, is the technological, and 
hence the political and economic peripheral status, where two technological superpowers – 
the United States and authoritarian China will compete. The most negative result for the EU 
is the status of “digital colony.” The paper aspires to be a part of the effort to fill the existing 
void in the scientific output of Polish social sciences, regarding exploration of the geopoliti-
cal dimension of technological progress, especially its impact on EU’s position in the new 
power distribution model, which will be the result of the rivalry between the US and China. 
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1. INTRODUCTION

Meng Wanzhou, vice President of the Chinese telecommunications concern Huawei, re-
turned to her country in 2021 after three years in Canadian arrest. In 2018, she was detained 
at the request of the United States authorities in connection with the tightening of Donald 
Trump’s administration policy toward China. She has been accused of fraud and, indirectly, 
of violating the sanctions imposed on Iran. However, this is considered to be a sign of increas-
ing technological rivalry between the United States and China. This rivalry is a symbol of the 
transformation of the global balance of power and the Middle Kingdom’s desire to achieve 
a primacy within it. This rivalry is referred to as the “New Cold War” or “Technological Cold 
War” (Woo, 2020).

High technologies of strategic importance are at the heart of this competition. The Pres-
ident and founder of the World Economic Forum, Klaus Schwab (2016), identifies them 
as part of the Fourth Industrial Revolution. These include Artificial Intelligence (AI) and 
machine learning, automation and robotics, 5G and 6G super-fast telecommunication net-
works, Internet of Things, Big Data and Analytics, quantum computing and additive tech-
nologies (3D printing). In recent years, the important place in this competition is occupied 
by the 5G roll-out and the US and Chinese race to lead in standards setting (Pop, Hua, & 
Michaels, 2021). However, development of Artificial Intelligence and data are becoming the 
central part of global actors’ attention.

The European Union has become a theater of this rivalry, both at Community and at 
Member State level. At the same time, the issue of 5G deployment has become an example of 
the weakness of the EU and its members, as well as the importance of the European market 
in the economic and political activities of the United States and China. The controversy that 
was prompted by the aggressive actions of Huawei (supported by the Chinese state appara-
tus) and the accompanying counteraction of the US President Donald Trump led the EU to 
act. The Community has taken steps to build a European identity in the field of new tech-
nologies. A multi-level strategy for development in key areas (Shaping Europe’s digital future, 
2020) was adopted along with initiated efforts to create “technological sovereignty.” The idea 
of “European strategic autonomy” has been revived. Those actions are intended to serve as 
an actor in the ongoing global competition. The European Union is setting up regulations of 
high technologies use and is trying to create tangible capacities and resources in terms of re-
silience and economic potential. However, the effectiveness of these actions depends on over-
coming the multidimensional internal crisis and achieving political coherence at least in the 
strategic (global) dimension of EU interests. Reflection on this complex and interesting issue 
is the key idea of this paper. 

An analysis of the issues outlined above should be initiated with a critical review of the 
available literature of the subject.

2. LITERATURE REVIEW

The issue of increasing US-China rivalry is widely studied in scientific literature (i.e., Agten, 
2021; Allison, 2018; Heisbourg, 2020; Hopwell, 2020; Martin, 2012; Khanna, 2019; Kiss-
inger, 2014; Kuik, 2021; Lo, 2021; Rudolf, 2021; Sun, 2019). This is a derivative of high 
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rank and vibrant interest in transformations of the global balance of power and in political 
interest in their results.

The technological aspect of this competition is of scientific interest to researchers in in-
ternational relations and security relatively recently. It relates to the surge in development of 
high technologies as such and the growing awareness of the immense social changes that this 
development generates. The political and geopolitical results of this process have already been 
reflected in a number of scientific publications (i.e., Diesen, 2021; Dupont, 2020; Hoffman, 
Bradshaw, & Taylor, 2021; Kennedy, 2020; Komiyama & Tsuchiya, 2021; Lewis, 2019; Ma, 
2021; Oxford Analytica, 2021; Przychodniak, 2019; Rühlig, Seaman, & Voelsen, 2019; Toro 
Hardy, 2020; Walsh, 2003; Wong, 2021; Wright, 2020; Zhang, 2020). 

Technological rivalry between the United States and China is, of course, the subject of 
a reflection of scientists from the Middle Kingdom. Among many works by Chinese scien-
tific publishers, there are also papers that present a Chinese point of view for technological 
rivalry (i.e., Feng, 2020; Sun, 2019; Wu, 2020; Yang, 2021).

There are also many publications on the international scientific market which analyze the 
position of the European Union in a world defined by American-Chinese rivalry. In addition 
to the works on its political and geopolitical dimension, it is possible to get acquaint with the 
reflection on its technological dimension (i.e., Aho & Duffield, 2020; Biba & Wolf; Camer-
on, 2019; Chen, 2016; Grosse, 2014; Kaska, Beckvard, & Minárik, 2019; Lehne, 2020; Lip-
pert & Perthes, 2020; Count, 2021; Perthes, 2021; Peterson, 2016; Pop & Grigoras, 2021; 
Rühlig & Björk, 2020; Santander, 2014; Simón, 2021; Simón, Desmaele, & Becker, 2021; 
Smith & Taussig, 2019; Starrs & Germann, 2021; Umbach, 2021; Walkowski, 2019). 

A separate category  of works analyzing Europe’s positions in US-Chinese technology 
competition is represented by analyses of the prospects for building the EU’s strategic au-
tonomy (i.e., Bartels, Kelner & Optenhögel, 2017; Drent, 2018; García Pérez, 2019; Grevi, 
2020; Grevi, 2021; Helwig, 2021; Howorth, 2017; Schüller & Schüler-Zhou, 2020; Ter-
likowski, 2021; Zieliński, 2020). 

The introduction of an outline of the literature of the study allows to present the meth-
odological parameters of the analysis.

3. METHODOLOGY AND CONCEPTUAL FRAMEWORK

The author employs a research strategy that is based on scientific pragmatism. This means fo-
cusing on specific situations and their consequences. The most important element of such an 
approach is the liberal attitude toward the selection of specific methods, techniques, and re-
search procedures. The essential criterion is their maximum usefulness in carrying out the re-
search procedure. The source of this approach – as underlined by pragmatism – is the pursu-
ance of objectives set (Crespall, 2013). Therefore, the author will use morphological analysis.

Morphological analysis is an approach developed by the Swiss astronomer Fritz Zwicky, 
who saw its usefulness in examining structural links not only between physical objects, but 
also between phenomena and ideas, regardless of their nature (Zwicky, 1969). The method 
can be defined as a way of examining combinations of possible relationships or configura-
tions of phenomena, processes, and other variables (non-quantifiable), which are contained 
in a complex problem, and deriving generalizations from them (Ritchley, 2013). Zwicky’s 
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approach shows that any complex socio-technological problem, which requires an integrated 
approach, can be examined by morphological analysis (Álvarez & Ritchley, 2015). 

Building an image of the policy and economics and technologies that define the EU’s 
position in US-Chinese competition also requires a  critical analysis of available sources 
(from scientific publications through EU documents and analytical products to press pub-
lications). The author will also use a structured interviews technique that will enrich the 
analytical process.

The purpose of this paper is to construct an image of the EU’s position in the intense tech-
nological Cold War between the US and China. To achieve this, a number of research ques-
tions need to be answered: What are the main areas of technological rivalry in the US- Chi-
nese competition? What is the EU’s potential in high technologies? What are the impacts of 
high technologies development level on EU political, social, and economic situation? How 
does the level of development of high technology affect the EU’s global position in the con-
text of US-Chinese rivalry? 

In the light of a research problem designed as above, the author puts the following hy-
potheses:
	 −	 The EU does not have a robust industrial base for the development of high technolo-

gies guaranteeing global competitiveness.
	 −	 The relatively weak position in critical technologies in the context of increasing global 

competition creates risks to the EU’s wider security and global position
The analysis of the research problem introduced above should be started by outlining the 

parameters of the technological Cold War between the US and China.

3.1. TECHNOLOGICAL COLD WAR

The Chinese development strategy, contained in the “Made in China 2025” document, 
which envisages the creation of a global technological power and a strong response by Presi-
dent Donald Trump’s administration, can be regarded as a symbolic start to the intense tech-
nological rivalry of the two powers.

China’s actions are part of the challenge to the US global leadership. The trade war that 
President Trump has launched against China has evolved into a rivalry for the leadership in 
development and implementation of core technologies – automation and robotics, 5G (with 
the leap in the Internet of Things in perspective), Artificial Intelligence, nanotechnology, Big 
Data and Analytics. These technologies are not only a source of potential economic advantag-
es, but also of the development of the military strategic capabilities (defensive and offensive). 
Core technologies development will define the key parameters of state power and its position 
in evolving international system’s architecture.

Technological rivalry has become the most important vehicle in the struggle for global 
primacy. The US side has consistently shut down Chinese companies’ (especially Huawei 
and ZTE) access to critical telecommunications networks and increased own investment in 
the new technologies sector. The aim is not only to build potentials and resilience in the 
above-mentioned technologies, but also to regain control of value chains (especially in semi-
conductors). 

 This meets China’s countermoves. The Middle Kingdom not only expands own high 
technologies sector but is offensive (politically and economically) across the markets around 
the world. The companies, supported by Chinese state apparatus, are striving to develop their 
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businesses in telecommunications markets. At the same time, China significantly restricts ac-
cess to its own vibrant economy. 

It should be noted that technological standards are an important area of this confron-
tation. Chinese “third tier” companies are producing basic equipment; at the “second tier,” 
there are companies that create a innovative technology, develop innovation; “tier one” is oc-
cupied by entities that set standards. So far, the West has dominated this area (primarily the 
United States). China, however, is very active in international bodies developing technologi-
cal standards. Her desire is to shape them in line with own economic and political interests 
(Clarke, 2021). “Breakthrough” in this field, especially in the 5G networks (but also AI and 
data governance) will mean building various advantages in markets defined by future tech-
nologies. These advantatages can be extensively exploited politically. 

In parallel, China is trying to impose her own standards in bilateral relations (e.g., in re-
lations with the “weaker” states participating in the Belt and Road project). Recently, China 
has proposed a completely new Internet protocol that would replace TCP/IP, which – ac-
cording to China – becomes less and less efficient. However, it contains potentially danger-
ous and controversial elements, such as the “shut-up” command, which can disable the Inter-
net for chosen user groups. The creation and application of new protocols may result in the 
emergence of “various Internets” – the Western Internet, “Chinternet” (or the Russian “Ru-
net”) – and its “Balkanisation” (Gross & Murgia, 2020). 5G will be the new “core” of all such 
projects. An entity that sets out its parameters and standards will gain not only economically 
and politically. It can also develop effective tools for network control and surveillance. This 
will translate into viable power – including military – and will be an important component 
of global preponderance.

Europe has become a theater of the US-Chinese technological confrontation. The expan-
sion of state-supported Chinese companies there has faced an aggressive US response. The 
Old Continent, once the leader in the development and deployment of modern technologies 
(such as 3G networks), has been in a difficult position between an offensive, economically 
competitive, but politically threatening China and the US, focused on maintaining its posi-
tion and close relations with traditional allies.

3.2. HIGH TECH IN THE EU

The European Union, although being a well-developed entity with institutions that have 
broad prerogatives and certain level of viable political power, is limited by the will and inter-
ests of the Member States. This has a negative impact on the pace of the development of high 
technologies and saturation of the European economy with them.

Technological development must be treated holistically – the most important technol-
ogies are interconnected, and ecosystems of various innovations are created around them. 
Their role in the economy will grow exponentially. The European Union is committed to 
stimulating the development of high technologies and to harmonizing Member States’ ac-
tions. A particularly important area for EU actions in the high technologies sector is regula-
tion of the fast-growing technologies (data governance, Article Intelligence) and giving them 
a legal framework that is compatible with European core values. Despite many (integrated 
and dispersed) technological development efforts, the EU is losing its competitive edge. 

One issue that cannot be overlooked in the reflection on the development of high technol-
ogies in the EU is access to raw materials (including rare earth elements) and semiconductor 
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manufacturing, which are the basis for almost all technological processes. The SARS-CoV-2 
pandemic led to disruptions in microchip supply chains, showing a serious vulnerability of 
the Community (EU’s cost plan to close the semiconductor gap, 2021). 

The analysis of the level of development of high technologies in the EU will be based on 
the three most important – as the author argues – technologies, which determine the current 
and projected economic and political strength of the Community – 5G, Big Data and Arti-
ficial Intelligence. 

3.2.1. 5G NETWORKS

The main axis of global competition for the primacy in 5G development is the United States 
and China operations across the global markets. In the first phase of this rivalry, Europe was 
only its theater. The EU has faced a dilemma: economically attractive cooperation between 
Chinese companies versus traditional alliance with the United States. For some time, the EU 
countries have been at the center of the conflict, where both powers have resorted to exert 
political and economic pressure. The result of this struggle is a general move away from the 
unlimited admission of Chinese companies to EU’s 5G networks (although some Member 
States have completely prevented it). This access is strictly controlled, and the intensity of 
US-Chinese competition has given rise to the introduction of comprehensive screening of in-
vestment procedures in the telecommunications sector (Carcy, 2021). 

Although it is China and its companies that have taken a strategic initiative in imple-
menting the 5G networks and the market of the Middle Kingdom is one of the most dy-
namic in the world, the EU is not in a position to lose. According to Gartner report (2021), 
Swedish Ericsson is the global leader in 5G. Interestingly, a problem in relations between the 
EU and the United States emerges. There is a concern about the growing dependence on Eu-
ropean technology (following the complete closure of the market for Chinese companies) in 
the United States. Another problematic question is the concept of development of 5G net-
works based on the Open Radio Access Network. The United States sees the chance to over-
come the potential advantages of European companies and to engage smaller business entities 
along with partners from Japan and South Korea (Cerulus, 2021). The landscape after the 
‘repellence’ of Chinese technology giant’s offensive in the EU and United States is therefore 
fragile and potentially conflict prone. This also shows the difficulties in building a common 
Western front in technological rivalry with China, which in turn intensify efforts to develop 
their own technical standards. These steps of China are intended to give her a strategic ad-
vantage in the future. 

The Chinese authorities are aware of the link between technical standards and economic 
position. So far, the West has dominated this area. China is active in this area in a number of 
standardization institutions (e.g., 3GPP) and its flagship tech company, Huawei, is the leader 
in the “standards-essential patents.” Finnish Nokia is in the second place, but Chinese com-
panies have extensive support from the state authorities. Chinese objectives can be classified 
as political or geopolitical. This situation also shows a wider problem – the EU is not insti-
tutionally strong enough to support European companies (and it is against the free market 
rules) in the period of intense US-Chinese competition. Similarly, there are Member States 
that do not have a viable political capacity to discount the economic advantages of their own 
companies. It should be also stressed that global rivals – the US and China – are already start-
ing to work on 6G technology. 
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Super-fast telecommunications networks will form the basis for the industrial Internet of 
Things and stand-alone devices (medical, transport and many others) – a strong position in 
5G will define new-generation industrial advantages and decide the strength of the econo-
mies. Competition is still ongoing. The EU has a solid foundation for a strong position, al-
ready with advantages over the US and China in some areas. However, the main obstacle is 
the lack of harmonized measures.

3.2.2. BIG DATA

The development of super-fast telecommunications networks will result in an exponential 
growth in data, which will expand the already existing large volumes – Big Data. This data 
will constitute a “fuel” for emerging new, automated industries, energy, transport, medicine 
and many more. Whereas this makes it necessary to create regulations which lay down the 
rules for acquiring and processing of data; utilization of algorithms based on Artificial Intelli-
gence engines; exchange and storage (cloud services). In this sector, the EU has already taken 
the first steps to create cloud technologies (European Commission, 2021). 

The size and structure of the European digital market generate data which gives an oppor-
tunity to achieve a profit of up to EUR 194 billion by 2030 (Soulava et al., 2021). The EU’s 
potential in this area is significant. However, the most important obstacle to generating profit 
is the fragmented rules on the commercial use of data collected in the EU. The Community 
is aware of these shortcomings and is implementing the European Data Strategy (2020). The 
first step toward harmonization of data collection and usage rules was taken in 2021 when 
the Data Governance Act was adopted. It creates a new data management structure. It will 
apply to the common data spaces created by the European Commission in the health, en-
ergy, and agriculture sectors (Bertuzzi, 2021). Angelika Niebler, Member of European Par-
liament (Committee on Industry, Research and Energy, D-US Delegation for relations with 
the United States), argues, the grow of data spaces should be “organic,” and the EU “should 
facilitate cooperation between Member States to break-up and connect national and sectoral 
data silos” (Interview with Angelika Niebler, 2021). The next step in EU’s efforts to enhance 
its data market structure is to be the Data Act, which will regulate the way and scope of the 
collection and commercial use of non-personal data (Headon, 2021). 

The EU is often referred to as regulatory power. The Community aims to create an archi-
tecture regulating the data market, which will at the same time consider the European core 
values and provide the foundation for global economic competitiveness. This objective is dif-
ficult to achieve despite the EU’s potential as described above. However, it is challenging to 
overcome the growing advantages of the US and China due to different standards in these 
countries. The EU offers alternatives to America’s techno-capitalism and China’s surveillance-
heavy statism (Manancourt & Lau, 2021) as ways to regulate the data market. Both powers 
have taken decisive actions to extend control of Big Tech companies, which even in China 
are perceived as a threat to the state’s dominant position. The EU, with its balanced policy, 
which is expected to take it to the role of “digital policeman” and “standards-setter,” can lose 
in this race. The Chinese Communist Party is already aiming to halt the outflow of data from 
the country and, as a result, to prevent the weakening of China’s economic position. Similar 
thinking is presented by the US authorities. In this case, however, there is a need for coopera-
tion with the EU, with which the US is closely economically and politically linked. However, 
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the EU’s data potential may not be exploited due to structural inefficiencies and political and 
legal differences between Member States. 

The economic impact of Big Data will be demonstrated by the development of Artifi-
cial Intelligence, which is the most important technology in the Fourth Industrial Revolu-
tion ecosystem.

3.2.3. ARTIFICIAL INTELLIGENCE

The report prepared by Center for Data Innovation shows that the EU is losing the race for 
leadership in development and implementation of Artificial Intelligence. Analysts utilized 
30 metrics across categories: talent, research, development, hardware, adoption, and data. 
The US leads in four categories (talent, research, development, and hardware) and China 
in two (adoption and Data). The US obtained 44.2 points out of 100 possible. The second 
place is held by China with the result of 32.3 points. The European Union closed the rank-
ing with 23.5 points. The report also considered the size of the labor force. As a result, the 
EU was ranked second (24.2) behind the US (58) and ahead of China (17.8). However, the 
authors stress that China is consistently reducing the distance between he and the US and the 
EU (Castro & McLiglin, 2021). 

The potential of the EU, despite the distance between it and, primarily, the US, can be 
assessed as high. The Community is the leader in certain aspects of development research. 
The problem is the implementation of the results of these studies and their marketization 
(Nazikaitė, 2021). Even more importantly, the quality of data that feeds European AI pro-
jects is poor (Draft Report on artificial intelligence in a digital age, 2021). This is linked to 
a general lack of confidence in Article Intelligence in Europe. The result is the restrictions on 
access to data imposed by the General Data Protection Regulation (GDPR). Therefore, the 
AI in Europe is not able to use the data generated on the Old Continent. The EU, despite 
taking steps to stimulate the development of this industry, does not sufficiently free up data 
in the market to generate competitiveness and improve its position toward the US and Chi-
na. The Data Governance Act also introduces some restrictions on access, which translates 
into slower progress in the AI sector. Instead, the proposals of politicians who highlight the 
need to modify the GDPR do not find a broad understanding. 

In the case of Artificial Intelligence, the EU will attempt to define standards that are com-
pliant with European core values. This is due to this lack of confidence in AI, which in turn 
is generated by the spread of black box algorithms. These are algorithms, which conduct ana-
lytical operations on data, that cannot be understood. The EU recognizes that an appropriate 
level of understanding is necessary (European Commission, 2018), but it is difficult to see 
when it actually can be achieved. At stake is the use of algorithms in, e.g., medicine or law 
enforcement in line with European standards and values. The question whether the EU is 
able to achieve the level of development of Artificial Intelligence to compete on global mar-
kets is therefore raised. In this case, the US and, above all, authoritarian China have a sig-
nificant advantage. In addition to the conditions outlined above, centralized state organisms 
are stronger institutionally, have the causative potential and clear objectives in the ongoing 
competition for global primacy. EU action in a strategically important area of Artificial Intel-
ligence is further limited by Member States’ policies and interests (including those interested 
in developing this technology), which are at different levels of readiness for active actions in 
this sector (Brattberg et al., 2020). What is more, the Artificial Intelligence, if it should serve 
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the EU strategically, cannot be treated only as a “matter of regulation” (Interview with Axel 
Voss, 2021).

Draft report on artificial intelligence in a digital age (2021) states, in addition to the specific 
recommendations for the creation of a legal and financial environment for the development 
of the EU’s AI, that a technological global alliance must be created. The United States is the 
natural partner for the EU in this case. 

3.3. CAUGHT BETWEEN – EU AND US-CHINESE TECHNOLOGICAL COLD WAR

Market regulation, ethical standards and the construction of trustworthy solutions are the 
dominant factor in the EU’s actions in the field of high technology. There is little space in 
Community’s activities for geopolitical issues. There should be no doubt that technology is 
not neutral. Awareness of this is one of the driving forces of US-Chinese rivalry. Neither the 
EU nor the Member States are taking decisive action in the field of key technologies such as 
Artificial Intelligence, losing it in terms of its impact on the global balance of power. The re-
sult is EU-wide drift and inertia at the time of the increased rivalry between the US and Chi-
na. This creates a number of threats to the security of the Member States and the EU as such. 
Although in the official documents, these states stress the importance of technology, they are 
lacking in determination to act in this field.

The position of the EU in the ongoing US-Chinese confrontation is therefore weak. 
The opportunity to neutralize some of the risks generated by this inferior position is a broad 
agreement with the United States, as it is proposed in abovementioned report on Artificial In-
telligence. The US is a natural partner, because of the community of shared values. However, 
common interests are, unfortunately, increasingly difficult to define. The negative effects of 
presidency of Donald Trump – who scorned multilateral formats – on the US-European re-
lations, are proving to be more difficult to overcome. This is despite the declarations by both 
sides to return to a close, strategic transatlantic cooperation.

However, the need for this cooperation is evident. EU-US Trade and Technology Council 
(TTC) was established at their summit in Brussels on 15 June 2021. It is designed to coor-
dinate policies and approaches to “key global trade, economic and technology issues, and to 
deepen transatlantic trade and economic relations based on shared democratic values.” Work-
ing groups have been set up in the areas of Technology standards; Climate and Clean Tech; 
Secure Supply Chains, Information and Communication Technology and Services (ICTS) 
Security and Competitiveness; Data Governance and Technology Platforms; Misuse of Tech-
nology; Threat to Security and Human Rights; Export Controls; Investment Screening; Pro-
motion of Small- and Medium-sized Enterprises (SME); Access to and Use of Digital Tools; 
Global Trade Challenges (EU-US Trade and Technology Council, 2021). 

American-European cooperation will not be unhindered. For instance, the renegotiation of 
data-flow agreements will be problematic, i.e., due to the related taxation issues of major tech-
nology companies. The strategic benefits of such cooperation for both sides are undeniable. 
However, the EU’s structural problems and attitude can thwart effective cooperation. Speed is 
important in the technology-defined rivalry, not only because of the economic benefits of first 
mover status, but also because of risk mitigation and addressing threats requirements. 

The abovementioned relative weakness and inertia of the EU in the ongoing US-Chinese 
Cold War poses threats to Community security. These threats can be divided into two cat-
egories: dependencies and vulnerabilities.
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3.3.1. SUPPLY DEPENDENCIES

Dependencies have their sources in the advantage or monopoly of different entities in the de-
velopment of certain technologies, manufacturing, or extraction of raw materials. The pan-
demic caused periodic disruptions in supply chains. From the health emergency point of 
view, the problem is identified by the lack of medical mask or disinfectants. However, semi-
conductors and raw materials were the most important goods in terms of technological ri-
valry. The dependence on microchip manufacturers is particularly dangerous for the undis-
rupted functioning of the digital economy. They are crucial in the Artificial Intelligence, 
smartphones and notebooks sectors, the growing industrial Internet of Things, as well as in 
the manufacturing of medical devices and in the automotive industry. Most of the world’s 
production of these advanced devices is located in China, Taiwan, South Korea and the Unit-
ed States (EU’s cost plan to close the semiconductor gap, 2021). 

The value chain of this strategically important component of modern industry and econ-
omy can be disrupted for various reasons. Analysts of European Union Institute of Security 
Studies enumerate state fragility, economic coercion, and climate change (Fiott & Theodoso-
poulos, 2020). In the context of the US-Chinese Cold War, economic coercion is particular-
ly important. It is caused by authoritarian political systems practices and economic strength. 
These criteria are met by China, which can use this type of instruments acting against the 
entire West, not just the United States. Cascading effects on the economy and, consequent-
ly, social stability in the event of disruption of microchip supplies are difficult to calculate. 
The risk of intentional hostile actions can be considered serious, due to the overall tensions 
in global relations. 

The EU intends to reduce this dependency by implementing comprehensive measures, 
including the location of most of the value chains elements in Europe. Furthermore, the EU 
turns to cooperation with the United States and Asian partners – South Korea, Japan, and 
Taiwan (EU appeals to shared values to tempt Taiwan’s chip firms, 2021). Cooperation with 
Taiwan in the field of semiconductors has an important geopolitical dimension and, in addi-
tion to the necessary diversification, I also create a threat of China’s multi-directional retali-
ation. These will probably be costly projects which do not provide a clear positive result for 
EU’s security. The EU’s problem with the availability of microchips is complex. It is also due 
to the structure of the digital economy, which lacks large technology companies – their most 
important users. There is therefore an absence of market driving force for the placement of 
large factories in Europe (Harper, 2021). The risk of the lack of microchips on the market 
will therefore continue to exist indefinitely. Due to the complicated market situation in the 
EU and the US-Chinese competition, it will be difficult to neutralize it. 

Another important EU’s dependency is the limited access to critical raw materials, in-
cluding the rare earth elements (REE) that are essential for the development of the digital 
economy. Strategically important minerals include Bauxite, beryllium, bismuth, rate, cobalt, 
gallium, hafnium, indium, lithium, magnesite, natural graphite, Tantalum (Critical raw Ma-
terials Resilence, 2020). The risks associated with EU dependency on foreign-supplied raw 
materials have increased when China began to consider using its position as a world leader 
in this sector in the trade war with the US in 2019. That is why the United States has started 
to move toward diversification (Behrmann, 2021). Similar steps have been taken by the EU 
(ERMA, 2020). 
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The Foresight study prepared by the European Commission’s Joint Research Center 
points to the risk of supply chain disruption that may be caused only by the possible hostile 
action of China but to the rapidly growing demand. For instance, this is a valid case with the 
lithium, used in the production of batteries – China and the African countries provide 74% 
of the world’s demand. China, on the other hand, produces 66% of the ready to use batter-
ies. The EU is able to supply only 1% of its battery needs (Bobba et al., 2020). It has been an 
impulse for the intensification of the European Battery Alliance activities, but the results of 
the measures taken remain to be seen. Similarly, the REE – which the EU lacks – are critically 
important in UAVs production, operations of the automation and robotics sector and pro-
spective additive technologies such as 3D printing (Gajewski, 2020). The risk will therefore 
be kept at relatively high level. Disruptions in access to raw materials threaten many sectors 
of the digital economy, but the functioning of the security sector, including the armed forces 
of the Member States, must not be overlooked in this context (Lindstrom, 2020). 

The risks arising from the dependence on commodities and raw materials are multiplied 
by the increasing US-Chinese competition, which drives demand, leading to temporary sup-
ply constraints. They may be caused by objective factors (consequences of climate change, 
epidemics, or other crises) or by the intended actions of competing powers. The situation is 
even more difficult as China, one of the parties to the Cold War, has a very strong position 
in the production of equipment and extraction of raw materials. The United States is work-
ing to strengthen her position in both microchips production and the diversification of raw 
materials supply.

Despite the general focus on strengthening transatlantic cooperation to balance China’s 
growing power, the US can improve its position in the areas described above at the expense of 
the EU. It was President Donald Trump’s policy that contributed to the crisis in the supply of 
equipment and raw materials from China (EU unveils strategy, 2021). The EU must there-
fore be ready to adapt to US policy changes after the next presidential elections. There should 
be awareness of the possible situation where EU-US cooperation will be de facto a structured 
dependence on the US partner. The result would be the “vulnerability” of the EU in the event 
of fluctuations in the US political line. Although it is difficult to deny the validity of the argu-
ment that the issue of a firm course toward China is not a matter of political struggle in the 
United States (Interview with Radosław Sikorski, 2021), the risk of a disruption in transat-
lantic relations should not be ignored. It is obvious, that China is not an alternative. 

The EU, in turn, sets itself ambitious objectives to reduce the risks described above. How-
ever, the success of these measures depends to a large extent on the attitude of the Member 
States and cohesion of the European integration project.

3.3.2. CRITICAL VULNERABILITIES

The reliance on external (primarily non-democratic) equipment suppliers, which will under-
pin the functioning of the European digital economy, will create considerable vulnerabilities. 
Their catalog is broad, and its overall analysis goes beyond the framework of this paper. The 
main risks stemming from technological competition or, more specifically, the ineffectiveness 
of EU’s action are threats to 5G networks architecture; risks to the security of submarine ca-
bles; reliance on technology standards imposed by other entities; cyber threats to European 
infrastructure, military offensive, and defensive capabilities, and finally threats to democratic 
processes such as disinformation and computational propaganda.
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As mentioned above, the technological rivalry between the United States and China must 
be considered within the framework of the geopolitical struggle for global preponderance. 
The controversy surrounding the 5G architecture development in Europe and the participa-
tion of Chinese companies has made European decision-makers aware of the sensitivity of 
telecommunications systems. Unrestricted access by state-supported Chinese companies to 
major networks of Member States and the EU as such creates a risk of penetration of critical 
infrastructure systems, i.e., banking, transport, energy, civil and special communication sec-
tors. It also creates a vulnerability for the industrial Internet of Things and modern medical 
devices that will grow around 5G networks. What is more, the reliance on external suppli-
ers increases the risk of cyber-attacks of various kinds sponsored by states. The prospect of 
“trading of the access” to sensitive networks is also conceivable, depending on specific politi-
cal interests.

There is also a threat of mass data acquisition that Europeans leave on the network as part 
of the growing digital footprint. In a context of increasing US-Chinese rivalry and growing 
role of Big Data (large data volumes are sometimes referred to as oil equivalent) in the world 
economy, both sides of the conflict can treat Europe not only as a theater of confrontation. 
The EU market can also be exploited by stronger actors to generate economic power.

The issue of submarine cable security is also critically important, though it is often over-
looked. It is estimated, that 97% of global Internet traffic and financial transactions of USD 
10 trillion per day (Franke & Torreblanca, 2021, p. 6) flows through underwater lines. Amer-
ican and Chinese companies invest heavily in this sector, providing submarine cables serving 
EU Member States, e.g., in the Mediterranean (Marseille becomes focus of US-China sub-
marine cable battle, 2020). This creates a risk of penetration of the Middle East and North 
Africa digital economies and weakening of the EU’s position there. The deliberate paralysis 
or the physical damage of submarine cables with potentially catastrophic consequences can-
not be omitted. 

Access to networks and data also creates the possibility of influencing political processes 
and forcing political or economic decisions, that are beneficiary for the competing powers. 
The development of Artificial Intelligence-based instruments for analyzing large data vol-
umes and for psychometric profiling provides a wide array of influence avenues on political 
preferences and consumer behavior. The strategic use of such instruments cannot be exclud-
ed, as is the case with the actions of Cambridge Analytica in the United States Presidential 
elections and the United Kingdom referendum campaign.

Another threat is the forced compliance with technological standards imposed by other 
actors, especially in the field of Artificial Intelligence. Unless the EU is able to successfully 
push its own, it will have to adapt to other standards that are often inconsistent with Euro-
pean values. They may be created by authoritarian China or by the United States, where the 
perception of the privacy and social dimension of technology is different. The adoption of 
US or Chinese standards will also mean giving rival powers almost unlimited access to the 
European market. 

Article Intelligence as such – even more than other technologies – must also be consid-
ered in geopolitical terms. Work on ethical dimensions of Artificial Intelligence is undoubt-
edly a purposeful task and can make the European digital market particularly attractive glob-
ally. However, ignoring AI as the most important technology for offensive and defensive 
military capabilities creates wide range of threats itself.
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Both the United States and China openly identify AI as a key technology for military 
use. If the EU is unable to stimulate the development of military-oriented AI, it will create 
security risks and reduce its potential. The capabilities that will create “weaponized” AI will 
be more powerful than the previously known systems. Their effectiveness will be defined by 
the increasing dependence of public and private institutions and ordinary citizens on net-
worked devices and networks as such. AI will be one of the most important determinants of 
the power of actors operating in the international system (Sajduk, 2019). The consequences 
of the lack of highly developed capabilities in this realm will lead the EU and the Member 
States (unable to build high-level capacity on their own) to become a passive member of the 
new power distribution model, which will be defined by the results of the US-Chinese tech-
nological Cold War. 

4. CONCLUSIONS

According to the results of the study, currently the EU does not have a solid industrial base 
for the development of high technologies and for building of a competitive position on the 
global stage. This translates into a relatively inferior position in strategically important tech-
nologies, especially when compared to the US and China. This results in a generally weak 
global position of the EU.

The first connotation can be confusing – the EU is not a weak entity. However, the con-
ditions and pace of development, set by the US and China’s Cold War technological rivalry, 
show that the EU, operating slowly and facing many constraints on the part of the Member 
States, is increasingly falling behind them. While the EU is intensifying efforts to make up for 
this distance, structural conditions can thwart them. Dependencies on the external sources of 
supply of key goods and raw materials can make these efforts even more complicated. Rem-
edy for these problems may, in turn, prove as painful as the problems themselves (as with the 
plans to transfer microchips production to EU territory). 

Divisions within the EU can create vulnerabilities in telecommunications networks or 
submarine cables. This in turn will weaken the security of European information infrastruc-
ture and will result in threats not only for the European economy, but also for EU citizens 
and democratic systems. 

The EU rightfully positions itself as a leader in setting technology standards (primarily in 
the data sector and AI). However, if the military and geopolitical dimensions of these tech-
nologies are ignored and this component is neglected, the EU will not develop the ability 
to enforce its standards. This conclusion is appropriate for an understanding of the interna-
tional situation defined by the realism and power politics. This is the result of changes in the 
global balance of power – technological rivalry between the US and China is their driving 
force. Its effect will determine the parameters of the international situation in all dimensions.

Ongoing processes will create conditions for so-called “digital trench warfare,” where two 
main “gravity centers” – the United States and China – are surrounded by technological bar-
riers (“Balkanization of Internet”). Like in the Cold War of the second half of the 20th cen-
tury, the global peripheries will be the theater of this rivalry. This time, it will not be so much 
a geopolitical periphery but technological peripheries. Where will the EU be then? The an-
swer to this question depends on many factors, above all on the capacity of the EU itself and 
the strategic awareness of the Member States. 
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It is natural for the EU to strengthen its own capabilities and to work closely with the 
US. It may be assumed that the EU’s starting position in the technological race – as indi-
cated in this analysis – is too weak to think in real terms about generating global advantages. 
The risk of another isolationist or unilateral turn in United States global policy should not 
be overlooked in this context too. However, the close alliance with the US is the only way to 
maintain and strengthen the EU’s position in the new global balance of power, where one of 
the leading actors will be technologically advanced, authoritarian China. The alternative – at 
best – is the status of technological and, consequently, also political and economic peripher-
ies. In the worst case – a “digital colony.” 
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