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e Abstract ®

In a multipolar world, military security issues
still occupy a key place in the public debate.
Military technology is one of the most devel-
oping sectors in the world. There is no doubt
that the United States and the People’s Republic
of China have dominated this sector in recent
years. The Russian defense industry is associ-
ated with outdated equipment, technology and
corruption. Nevertheless, recent conflicts show
that the Russian Federation has mastered the el-
ements of information war. “New war” theory
was advanced by Mary Kaldor to characterize
warfare in the post-Cold War era. According
to newest research, nowadays military conflicts
employ some elements of both conventional and
cybernetic combat, while military operations
are supported by domestic and international
propaganda. The main goal of this article is to
determine what type of conflict is contempo-
rary Russia preparing for and in what ways.

Keywords: Russian Federation; military tech-
nology; conflict; future war; security; “new war”

e Abstrakt o

W wielobiegunowym $wiecie kwestie bezpie-
czeistwa militarnego w dalszym ciagu zajmuja
kluczowe miejsce w debacie publicznej. Tech-
nologia wojskowa to jeden z najbardziej rozwi-
jajacych si¢ obszaréw gospodarki na $wiecie.
Nie ulega watpliwoséci, ze w ostatnich latach
w tym sektorze dominowaty Stany Zjednoczone
i Chinska Republika Ludowa. Rosyjski przemyst
zbrojeniowy kojarzony jest na ogét z przestarza-
tym sprzgtem, technologia oraz wszechobecna
korupcja. Niemniej ostatnie konflikty pokazu-
ja, ze Federacja Rosyjska dobrze opanowata ele-
menty wojny informacyjnej. Mary Kaldor jest
autorky teorii ,nowej wojny”, dzigki ktdrej cha-
rakteryzuje dziatania wojenne po zimnej wojnie.
Wedtug najnowszych badand wspéiczesne kon-
flikty zbrojne wykorzystuja elementy zaréwno
walki konwencjonalnej, jak i cybernetycznej,
a dzialania zbrojne sa wspierane przez propagan-
d¢ krajows i migdzynarodowa. Gtéwnym celem
artykutu jest okreglenie, do jakiego typu kon-
fliktu przygotowuje si¢ wspdtczesna Rosja.

Stowa kluczowe: Federacja Rosyjska; technolo-
] )

gia wojskowa; konflikt; wojna przysztosci; bez-

pieczefistwo; ,nowa wojna”


https://orcid.org/0000-0003-3601-8280
http://dx.doi.org/10.12775/HiP.2021.012

32 Historia i Polityka ¢ No. 36(43)/2021
Papers

Introduction

In the 20® century, the term ‘war’ meant, above all, a military conflict between
at least two entities, fought mainly on land, at sea and/or in the air, and the imag-
es of potential future wars were extrapolations of such warfare, utilizing upgrad-
ed versions of current technologies. However, the turn of the 21* century made
those concepts obsolete. Technological development triggered the emergence of
new ways of conducting military actions. War nowadays employs some elements
of both conventional and cybernetic combat, while military operations are sup-
ported by domestic and international propaganda. As far as war in the future is
concerned, it is widely known that the US Department of Defense conducts re-
search in the area of synthetic biology, quantum information science, cognitive
neuroscience, and behavioral modelling. The US invests in technologies operat-
ing in electromagnetic spectrum, hypersonic vehicles, laser weapons and autono-
mous systems. In the case of the Russian Federation, it is more difficult to find
reliable information about the state’s current military research; however, recent
conflicts (in Ukraine and in Syria) show that the Russian Federation has mas-
tered the elements of information war. This article attempts to solve the research
problem formulated in the question: what type of war is contemporary Russia pre-
paring for and in what ways? The study is based on content analysis and adopts
primary and secondary research techniques, i.e., desk research. The sources are
categorized according to the following classification: the analysis covers content
within the research field defined by territory (the Russian Federation), subject
(Russian military forces and secret service), substantive scope (reform of Russian
military forces), and time (2012-2018), while the choice of sources for the analy-
sis was dictated by relevance and reliability. The main research hypothesis is that
the activities of the Russian Federation currently focus on two aspects — prepar-
ing for the “new war” and maintaining the capability of fighting in conventional
or nuclear wars.

The focus in the first part of the article is on the analysis of strategic planning
documents and structural changes in Russian military forces and its secret service.
The second part investigates non-military and military aspects of a future war.
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Future war, or “new war”

In its traditional meaning ‘war’ is understood as an act of violence aimed at forcing
an opponent to obey our will (Clausewitz, 2007, p. 13). War is financed by a state,
and its parties are also states. The aim of warfare is to satisfy certain interests. Wars
are fought with military forces. Historically, wars broke out for geopolitical and
ideological reasons, and their ultimate goal was to defeat an enemy in a battlefield,
conquer its territory and thus strengthen the power of the victorious state. How-
ever, in the mid-1990s, many analysts began to claim that this definition did not
encompass the contemporary warfare, which led to the emergence of a theory of
“new wars”. “New wars” are civil or domestic conflicts and break out in authoritar-
ian states. They are based mainly on identity policy — strengthened by new tech-
nologies — and are stimulated by personal or group interests (Malantowicz, 2013,
p- 52). Despite the discrepancies as to some details, supporters of this theory agree
that contemporary war requires new conceptualization (Mello, 2010).

Analyzing “new wars”, it is necessary to notice their three prominent features,
first of which is the weakening of a state’s monopoly to use force. In result of this
process, the traditional distinction between those who fight (combatants) and civil-
ians is becoming increasingly blurred, and attacks are aimed at civilians and infra-
structure (Miinkler, 2006, p. 135). The second feature are economic issues: it has
been noticed that “new wars” are driven by economic aspirations rather than politi-
cal and ideological ones. While studying the causes of conflicts, Paul Collier and
Anke Hoeffler developed a model in which they measured greed and dissatisfac-
tion. They discovered that with regard to the causes of conflicts, the greed factor
was stronger than dissatisfaction (Collier & Hoeffler, 2004, p. 588). The third fea-
ture is conflict asymmetry, which concerns actors, military capabilities, methods
of waging war and pursuing military policy. According to Mary Kaldor, combat
methods in “new wars” are similar to the strategy of guerrilla war, yet with one ba-
sic difference: guerrilla war is aimed at winning “hearts and minds”, while the aim
of new warfare is to fuel “fear and hate” (Kaldor, 1999, p. 8).

In 2005, General James Mattis and Lieutenant Colonel Frank Hoffman took
a step further and coined the term “hybrid war”. One of its dimensions involved
“psychological or information operations”. In process of time, the term started to
mean warfare where in order to defeat an enemy, all available tools are employed,
including terrorist, rebellious, criminal and conventional actions as well as infor-
mation operations on a large scale (Freedman, 2019, p. 302). Analyzing Russia’s
military operations in Ukraine since 2014, it must be said that it satisfies the criteria
for a hybrid war and falls within the scope of the “new war” concept.
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Strategic planning documents

When discussing the prospect of future war, first of all it is necessary to focus on
Russia’s official strategic planning documents, the most important of which is the
Military Doctrine of Russia, including views on preparation for armed protection
of the state and its interests. On December 26, 2014, the RF President Vladimir
Putin approved an amendment to the Military Doctrine of the Russian Federation.
It does not mention Russia’s enemies, merely stating that the world has become
more dangerous due to “increasing global competition” between contradictory val-
ues. The Doctrine again acknowledges that nuclear weapon remains an important
deterrent to nuclear and conventional military conflicts. What is currently recog-
nized as military threats are deployments of foreign forces in the territories of states
bordering Russia; creation and development of strategic missile defense systems,
the undermining of global stability and the violation of the balance of forces in nu-
clear missile sphere; implementation of “global strike” intention to place weapons
in space; and the development of strategic, precise, non-nuclear weapon systems
(Malendowski, 2017, p. 82). The greatest threats recognized by the document in-
clude the growing military capacity of NATO and the increasing proximity of its
military infrastructure to Russia’s borders, as well as indirect and asymmetric activ-
ities (Voyennaya doktrina Rossiyskoy Federatsii, 2014). For the first time the Military
Doctrine contains a point about defending Russia’s national interests in the Arctic!
(which suggests the state’s readiness for global competition for energy resources)
and about requirements imposed on the administration with regard to a constant
readiness for mobilization in the case of war.

Moreover, the document speaks about the necessity to counteract the use of
new information warfare technologies against society. The new Doctrine empha-
sizes promotion of patriotism and preparation of young Russians for military ser-
vice. The document refers also to hybrid war and thus to the necessity to anticipate
subliminal aggression in the strategies of neighboring countries (Madej & Swiezak,
2015). An analysis of the new Military Doctrine shows that the authorities intend
to base the state’s military potential on conventional forces rather than nuclear de-
terrence.

In this study, particular attention should be paid also to the Doctrine of In-
formation Security of the Russian Federation, approved on December 5, 2016.

! Russia has planned active actions, including military ones. They concern the construction
of six military bases in the Arctic with a modern radar guidance system, the creation of a military
command structure and the organization of permanent Arctic forces (the white army).
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Seemingly, it is a very general document, but in-depth analysis makes it possible
to discern the direction of cybersecurity development in Russia. First of all, in-
formation security is included under strategic national interests. Among the most
serious threats are terrorist organizations; institutions and intelligence services of
other states developing communication and information technologies which pose
a threat to Russia’s critical infrastructure (electricity, energy, transport manage-
ment); organizations and institutions weakening the sovereignty of the state and its
cultural values by disseminating non-objective and false information about Rus-
sia; the aspiration of certain states to dominate the information sphere; challenges
related to financial crime; stealing of personal data via the Internet; inefficiency
in domestic IT business; and the country’s dependence on advanced technologies
and the products based on them (Doktrina informatsionnoy..., 2016), thereby the
need to create domestic equivalents of foreign technologies has been highlighted.
The document also notes the increase in intelligence activity against Russia and ex-
presses concern over the increase of offensive operations in cyberspace (Kuczyriska-
Zonik, 2017, pp. 97-105).

The list of main threats involves also the use of information in military and
political conflicts and in attacks on the state’s infrastructure. As Aleksandra
Kuczyniska-Zonik emphasizes, Russia itself has repeatedly shaped foreign, histori-
cal and military policy, resorting to propaganda directed at Russian society and the
international recipients (Kuczyniska-Zonik, 2017).

When discussing strategic documents, what should also be mentioned is the
so-called “Gerasimov doctrine”. This term was coined after the speech on contem-
porary war that was given by the Chief of the General Staff of the Armed Forc-
es of Russia, Valery Gerasimov, at the Academy of Military Sciences in February
2013. The main theses of his speech were published in the newspaper “Military-
Industrial Courier”. Prior to the speech, the main threat was attributed to “colorful
revolutions” in post-Soviet countries, but Gerasimov saw the main danger in US
policy, based on maintaining hegemony at all costs. In his opinion, what is needed
is to gain strategic and geopolitical advantage by both military and non-military
means. The non-military ones include diplomacy, espionage, economic pressure,
swaying the sympathies of local people, forming alliances, breaking off relations,
creating political opposition or changing the political leadership in a state which
opposes Russia. As regards military measures, Gerasimov emphasized the impor-
tance of precise long-range weapons which would be the first means applied to de-
stroy critical infrastructure of an attacked state. Importantly, the ratio of non-mili-
tary to military means should be 4:1. According to Gerasimov, there is no need for
cannons and tanks to defeat the enemy if there are far more effective ways to win.


https://en.wikipedia.org/wiki/Chief_of_the_General_Staff_(Russia)
https://en.wikipedia.org/wiki/General_Staff_of_the_Armed_Forces_of_the_Russian_Federation
https://en.wikipedia.org/wiki/Armed_Forces_of_Russia
https://en.wikipedia.org/wiki/Armed_Forces_of_Russia
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Computer hacking, TV propaganda and deception can demoralize the opponent
and weaken alliances (Malgin, 2018). His theory of modern war does not imply
any direct attack on the enemy but rather the “hacking” of its society. Gerasimov
said that the goal is to achieve an atmosphere of constant unrest and conflict in
a hostile country, and hybrid action can be initiated by a “fifth column” or secret
armed forces (Freedman, 2019, p. 303).

Gerasimov’s speech is considered an expression of contemporary Russian strat-
egy, based on the ideas of total war and of politics being at the same level as war —
both philosophically and technically. This approach assumes a guerrilla war waged
on all fronts that uses a wide range of allies and tools — hackers, media, business,
fake news — as well as conventional and asymmetric fighting methods. Thanks to
the Internet and social networks, such operations have become possible (McKew,
2017).

Military aspect of the future war

Although Gerasimov finds the military aspect of future armed conflicts less im-
portant than the non-military one, since 2008 the Armed Forces of the Russian
Federation have been undergoing reform. According to the official data on the
website of the Russian Ministry of Defense, modernization is progressing on sched-
ule. In 20006, less than 15% of military equipment in Russia was modern (Russia
Sets Its Arms Priorities, 2006); in 2019, modern armament accounted for 64% of
the equipment of the Russian Armed Forces (it is assumed that by 2020 it will be
70-100%). Thus, with regard to the number of modern weapons Russia has al-
ready reached a level similar to NATO states.

In 2017, Russia’s military spending dropped by one fifth (to 66.3 billion dollars),
the first reduction in almost two decades. This situation resulted from the poor eco-
nomic condition of the state. In 2018, Russia spent 61.4 billion dollars (3.9% of GDP)
on armaments, which is 3.5% less than a year before (7he Military Balance, 2018).

Table 1. Percentage of Modern Armament in the Russian Armed Forces

Type of arms 2019 2020 goal
Submarines 67% 71%
Warships 65% 71%
Aircraft 67% 71%
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Tab. 1 — cont.
Type of arms 2019 2020 goal
Helicopters 81% 85%
Anti-ballistic systems 100% 100%
Artillery 73% 79%
Armoured vehicles 75% 82%
Multipurpose vehicles 65% 72%

Source: Ministry of Defense of the Russian Federation (2013).

To summarize the reform of the armed forces (particularly the issue of rearm-
ing), it should be noted that, as always, strategic nuclear forces have been a priority?
and were modernized first. In other areas, modernization depended largely on the
capabilities of the domestic defense industry. Russian military technology is pri-
marily associated with heavy conventional armaments. The best modern weapons
in Russia are the T-14 Armata tank, the Su-35 fighter, the Mi-28 attack helicopter
as well as the P-800 Oniks anti-ship cruise missile and the Pantsir-S1 surface-to-
air missile system. Many technologies have been successfully upgraded; however,
the modernized ships are based on projects from the Soviet era. Other successfully
delivered models include the Su-30, Su-34 and Su-35 fighters as well as hundreds
of modernized T-72B3s and T-90 MBTs. This shows that the Russian defence in-
dustry still faces huge problems with the production of more sophisticated weapon
systems (Radin et al., 2019, pp. 100, 221).

It is worth noting that orders for the navy have been suspended due to prob-
lems in the shipbuilding industry and the conflict with Ukraine. Also, two thou-
sand T-14 Armata tanks ordered in 2015 were not produced. Currently, these plans
have been cancelled® — only twenty copies of the experimental variant have been
delivered (W Minoborony..., 2016). The order for the fourth-generation electric-
powered submarines — the Lada class (Project 677) — was also delayed as the Rus-
sian shipbuilding industry was unable to develop a new propulsion system to the
Navy’s requirements. The second of the ordered ships (Kronstadt) was launched on
September 20, 2019, after 13 years of work (Dura, 2018).

2 In the 2018 State Armament Programme for 2018-2027 the priority will be given again to
spending on nuclear forces, which indicates that Russia will focus primarily on maintaining its de-
terrence capabilities.

3 The plan is to produce only 100 items.
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Lately, Russia has also been developing weapons of new generation. One of the
most famous projects in recent years was the production of the fifth-generation
fighter (PAK-FA/T-50/Su-57), of which ten prototypes have been built so far. How-
ever, in 2018, Russian Deputy Minister of Defense Yuri Borisov announced dur-
ing a television interview that the fifth-generation Su-57 fighter would not go into
mass production due to high production costs, suspension of India’s participation
in the program, and problems with engine production (Behrendt, 2018).

When it comes to the so-called weapon of the future, Russia is currently work-
ing on several projects that would ensure a strategic advantage over its rivals. These
projects include:

 anew generation of intercontinental ballistic missiles, “Sarmat™

They are to be in service in 2019-2020. One rocket is able to carry 15 to
20 warheads, 750 kilotons each. In December 2017, it successfully complet-
ed a test launch at the Plesetsk Cosmodrome. This new missile is supposed-
ly capable of reaching the US even by a trajectory over the South Pole, thus
circumventing the warning and defence systems, which are concentrated in
the north (Kristensen & Korda, 2019).

« the hypersonic glide vehicle “Avangard™

A missile able to travel at Mach 20. Moreover, when approaching the target,
the glider performs deep maneuvering, both horizontal and vertical, which
makes it invulnerable to any air and missile defence systems. In December
2018, the missile completed a series of tests and is to enter combat duty until
2027 (Baraniec, 2018).

« the hypersonic air-launched ballistic missile “Kinzhal”:

This system has no equivalent in the world. The missiles can travel at up to
six times the speed of sound and thus fly relatively low, being virtually un-
detectable by radar. On December 1, 2018, the system was included in the
pilot program at the airports of the Southern Military District (Hrolenko,
2018).

» the 5P-42 Filin systems:

These systems are supposed to cause hallucinations and blurred vision. They
are based on special lasers that blind and confuse enemies due to their in-
tense, varyingly modulated beams of light. The systems were installed on
the previously mentioned 677 Lada submarines (Novyj «Filin» Rosteha oslepit
pravonarusitelej, 2018).

+ the unmanned helicopter-type aerial vehicle “Voron 777-17:

Russia has encountered great difficulties in their efforts to make the battle-
field digital by automation and robotization of weapons. The country used
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to produce the unmanned Outpost vehicles based on an Israel Aerospace In-
dustries patent. However, the contract was terminated by Israel after Russian
aggression in Ukraine. In 2017, the “Iskatel” Design Office of the Moscow
Aviation Institute presented a model of an unmanned helicopter-type aerial
vehicle “Voron 777-17 with a 50 kg operation load. It was designed for elec-
tronic warfare and the use of firearms («Voron 777-1»..., 2017).

The Ministry of Defense of the Russian Federation is planning to spend 306 bil-
lion dollars in the next decade on the purchase of military equipment, its moderni-
zation, repair, as well as research and development. The amount allocated to the
new changeover program (covering the years 2018—2027) is similar to that of the
GPV-202 program. However, due to high inflation, the new program is less ambi-
tious than the previous one. The goals of the new program are to increase mobility
and capacity, improve logistics as well as strengthen control and command, with
the priority given to modernization of the strategic nuclear triad. The program is
secret, but it is predicted that the navy will receive less funds and priority will be
given to smallest units. On the other hand, ground forces may expect increased
funding (Dyner, 2018).

Non-military aspect of the future war

According to Gerasimov, the non-military aspect of future and present conflicts,
besides diplomacy, focuses largely on “hacking” the enemy’s society. First of all, el-
ements of information and psychological warfare are applied here* (Darczewska,
2014) — shaping public opinion by fake information, propaganda, and cyberat-
tacks. In Russia, the “information war” (Giles, 2016, p. 12) is understood, unlike
in the West, as influencing mass consciousness in the interstate competition of civi-
lization systems within information space, achieved by adopting special methods of
controlling information resources, and used as “information weapons”. This means
that an information war is not only simultaneous with military operations. It is not
even limited to the initial phase of the conflict when information about the rival
is being compiled. Instead, it is a continuous activity, carried out regardless of the
relations with a given opponent, and continuing in peacetime (Giles, 2016, p. 4).

4 Russian theory of information wars has a long tradition in the country. It derives directly from
the theory of spec propaganda, which as a separate subject began to be taught in 1942 at the Military
Institute of Foreign Languages.
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The information war aims at setting Russia’s opponents (e.g., NATO coun-
tries) against each other, creating chaos and controlling other states” internal politi-
cal processes. An example of this type of action is the conflict in Ukraine — during
the protests in 2014, the Kremlin supported the pro-Russian extremists and the
Ukrainian ultra-nationalists. Russia fuelled the conflict, which was later used as an
excuse for the annexation of Crimea. The next target was the United States. There
is a high probability that American voting machines were hacked, and it is certain
that prior to the elections, fake news and disinformation was deliberately and inten-
tionally disseminated on social networks, and digitally stolen material was some-
times used to manipulate American society (Polyakova, 2019).

There are several ways in which Russia wages an information war:

+ reflexive control:

These are the methods by which information tailored for a partner or an op-
ponent can reach them. This information is to impel them to make a vol-
untary decision in line with the antagonist’s assumptions (Thomas, 2004).
These methods include supporting the internal opposition of states, spread-
ing dissatisfaction among the population, shaping national and international
public opinion, implementing secret operations through cyberattacks. One
of the tools that Russia uses is the media, e.g., Russia Today (RT), a multi-
lingual, government-funded information site, where the Russian perspective
on global events is presented. An example of reflexive control was the build-
ing of a narrative about the Malaysian airlines air crash (Emerson, 2015).

« influencing decision-makers:

Russia is trying to influence foreign decision-makers by disinformation, tak-
ing advantage of the fact that Western politicians receive the same informa-
tion and use the same channels as their voters. Even if disinformation is not
effectively included in the policy-making chain and spreads only on social
media, it is still Russia’s success as public opinion circle emerges where Rus-
sian narratives are presented as facts (Giles, 2016, p. 22).

« weakening and destabilization:

The information war strategy includes extensive, long-term weakening of
opponents, based on information control, e.g., censorship of school text-
books, thanks to which the Russians construct their version not only of cur-
rent events but also of history. Regaining control over the national informa-
tion space is an ongoing process that started soon after President Putin took
power in 2000. In recent years, this process has accelerated and spread to the
Internet. Russians are increasingly isolated from alternative sources of infor-

mation (Giles, 2016, p. 24).
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* cybernetic and information operations:
Russia uses various types of cyberweapons, including DDoS attacks to gain
control over the Internet’s infrastructure. In the case of the annexation of
Crimea, the Internet traffic exchange point in Simferopol was physically
seized and connections with the continent were disrupted, contributing to
Russian dominance over the information zone on the peninsula (Harris,
2014).
« troll farms and botnet:

One of the most significant aspects of the Russian information campaign in
Western public awareness is the ubiquitous activity of trolls (people-operat-
ed accounts on Facebook, Twitter, Google online, etc.) and bots (operated
by automated processes) that interact directly with readers in various media.
Research on Russian trolls developed at the beginning of 2014. An example
of this type of activity is the IRA, i.e., Internet Research Agency, which co-
operates with Russian intelligence (Ramesh, 2019). Russia used trolls, for ex-
ample, in Syria — analysts found over 3,000 posts about Syria on Instagram
and Facebook. The trolls supported Syrian President Bashar Al-Assad, em-
phasized that Russia was defending its legitimate Syrian president and was
doing everything to prevent ISIS from taking over the country. The narra-
tive was tailored to the recipients (Mierzynska, 2018).

Conclusions

As the research shows, Russia sees future conflicts as a departure from extensive
direct fighting, which is undoubtedly becoming a part of the category of “new
wars” — hybrid wars. At present, the Russians, according to the Gerasimov doc-
trine, are wielding an extensive and effective information and psychological war.
Moreover, their future victory is to be ensured by attacks on civilian administrative
and economic facilities in the first phase of the conflict. To meet this goal, first of
all, hypersonic and long-range weapons are perfected. The Russians are testing new
weapons as well as support and command systems. Strategic nuclear forces that
implement the deterrence doctrine remain a priority. However, there are no major
investments in exoskeletons and other equipment that would improve the soldier’s
combat capabilities on the battlefield, nor are the Russians developing unmanned
programs as much as their greatest competitors.
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