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Abstract
Motivation: When running a business in the form of an enterprise, we agree to take 

the associated risk. The ubiquitous uncertainty about the future of enterprises, especially 
from the SME sector, makes risk management more and more important, which includes 
several successive stages. One of the most important is risk identification. Its purpose is 
relatively early detection of possible threats that, if they occur, will affect the company 
and its goals. Knowledge of the factors that may disrupt the functioning of an entity, 

especially a small and medium one, is the foundation in the approach to the issue of risk 
accompanying business activity. Properly conducted risk identification should cover all 

levels of the company’s operation and its relations with the environment.
Aim: The article will isolate events, the occurrence of which small and medium-sized 

entrepreneurs fear the most. The aim of this article is to develop a register of risk sources 
for SMEs, and to identify the risks that pose the greatest threat to the operation of SMEs. 

Moreover, the level of individual sources of risk will be assessed allowing to identify 
the key disruptors for the operation of SME’s. The relationship between the level of risk 

and the size of the entity will also be examined.
Results: Identification of factors threatening the functioning of enterprises increases 

the effectiveness of risk management that accompanies the conducted activity. Empirical 
research allowed to recognize the most important categories and the main sources of risk 

associated with SME activities. The dependency between risk categories and the size 
of the business was confirmed, with the strength of this relationship being moderate at best.
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1. Introduction

Due to the constantly changing environment and the lack of complete and re-
liable information, doing business is subject to a high level of risk. It is pres-
ent during all activities, the effectiveness of which, to a large extent, depends 
on the ability to foresee, quickly react, and be ready for changes in the external 
environment, as well as on the ability to take advantage of emerging opportu-
nities while preventing possible threats. Factors that threaten the functioning 
of an entity can come not only from the environment, but also from within, 
which is why risk management constitutes a mandatory factor for surviving 
on the market and the basis for success. Risk cannot be eliminated from the op-
erations of any business, but it can be identified and then managed to reduce its 
negative effects. Therefore, a key element of the risk management process con-
sists in identifying risk, i.e. identifying the factors to which the entity is exposed 
in all areas of its business. This is particularly important in the case of SMEs, 
which, on the one hand, are more likely to make wrong decisions, because due 
to a number of limitations they are unable or not capable to gather the right in-
formation and sometimes interpret it correctly, while, on the other hand, they 
are characterized by a high degree of flexibility of operation, thanks to which, 
knowing the factors that threaten their operation, they can react to them more 
quickly and adapt to the situation. Identifying the main risk factors accompa-
nying the activities of small and medium-sized enterprises allows a better un-
derstanding of the environment and the accompanying factors, and the efficient 
and fast processing of information concerning it works in promote of right 
and timely decisions. Properly conducted risk identification shapes a company’s 
decisions in terms of its attitudes towards the risk itself.

In various publications it is possible to find descriptions and types of many 
risks. Nevertheless, they primarily concern the operation of large business 
entities. There are far fewer classifications of risks associated with the oper-
ation of small and medium-sized entities. Moreover, the risk analysis usually 
concerns selected areas of the company’s operations or selected business dis-
ruptors. Therefore, there is a research gap covering the detailed identifica-
tion of factors disrupting the activities of small and medium-sized enterprises 
and the issue of the relationship between individual risk categories and the size 
of the enterprise.

The aim of the article, after initially outlining the nature of risk and indicating 
the importance of its identification in business management, is to isolate the key 
risk factors and assess the level of individual risks in the operation of compa-
nies with up to 249 employees. Achieving a goal assumed in such a manner is 
facilitated by theoretical considerations of the issue in question and the results 
of empirical research carried out with the use of a proprietary questionnaire 
in a group of small and medium-sized entities.

The paper uses a critical literature review, empirical research methods 
and statistical methods. Based on the results of research conducted in small 
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and medium-sized enterprises in the Silesian Voivodship, the key factors 
of the accompanying risk and the impact of individual risks on their operations 
were determined.

2. Literature review

A phenomenon commonly found in various situations consists in risk, which 
takes on different dimensions depending on the context (Penela & Miguel, 
2023). The risk arises because it is not possible to accurately predict the out-
come of future events (Lochan et al., 2021). Due to the ambiguity and different 
interpretations, many scientific disciplines lack a single coherent definition that 
identifies all planes of existence of this phenomenon (Jelonek, 2006). In gen-
eral, risk can be defined as any obstacle that may interfere with the achievement 
of business goals (Sajiah et al., 2019). When defining risk it is possible to expose 
its effects in action, and on the other hand the possibility of failing to achieve 
the intended goal, so that risk should be viewed in two ways (Meshkova et al., 
2018; Zachorowska, 2006). On the one hand, it can be regarded as a negative 
phenomenon, i.e. a threat that may cause losses or, at best, failure to achieve 
the intended objective, while on the other hand, it can be regarded as a positive 
phenomenon, meaning an opportunity to achieve an effect contrary to the one 
expected (Jajuga et al., 2015). Risk can also be perceived as a deficit of informa-
tion concerning the feasibility of achieving a certain goal, and therefore needs 
to be taken into account in the decision-making processes of companies (Kacz-
marek, 2008). This is particularly significant in the case of small and medi-
um-sized entities, which face higher information asymmetries and uncertainty 
compared to bigger companies (Burkhardt, 2016). Nevertheless, SMEs are usu-
ally reluctant to adopt a formal risk management strategy (Florio & Leoni, 2017; 
Gorzeń-Mitka, 2019), what’s more often even overlook this element of eco-
nomic activity, although one of the fundamental processes that contribute to en-
suring business continuity is the process of risk management (Korombel, 2013; 
Ślusarczyk & Grondys, 2019). It’s also worth adding, that there are a number 
of benefits resulting from risk management in SMEs. The main effects are vis-
ible in the gradual increase in the financial performance of SMEs; improving 
the position of SMEs in the business segment; improving services/products for 
customers and employee productivity (Dvorsky et al., 2021; Games & Rendi, 
2019; Psarska et al., 2019). Whereas failure to manage risk in SMEs might be 
one of the reasons why SMEs experience difficulties to grow and be sustainable 
(Mthiyane et al., 2022). High volatility of the economic environment intensifies 
the uncertainty and unpredictability of economic factors, increasing the risk 
associated with running a business (Gengatharan et al., 2020).

Risk management, that is making decisions and carrying out actions aimed 
at achieving an acceptable level of risk by an entity, referred to as risk appe-
tite (see more: Bakos & Dumitrașcu, 2021; Korombel, 2017) should constitute 
an integral part of business management regardless of the size of the business 
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(Meshkova et al., 2018). Risk management involves, in particular, identifying 
potential events or situations to which an entity is exposed, estimating their 
impact and likelihood of occurrence, identifying and applying proper responses, 
and monitoring risks (Czerwińska & Jajuga, 2016; Korombel, 2013), as it is 
a process rather than a one-off action allowing to continuously adjust the level 
of risk to an acceptable level.

In order to operate efficiently on a dynamic and competitive market, it is 
particularly important to identify risks, meaning to discover events that repre-
sent a source of risk and therefore constitute a potential obstacle to achieving 
objectives of a company (Korombel, 2013). Identification aimed at determining 
the risks to which an entity is exposed (Jajuga et al., 2015) requires analyzing 
the company as a whole and identifying all possible sources of risk affecting 
the entity, taking into account the characteristics of each one of them (Szczer-
bak, 2009).

When identifying the factors that could disrupt the operation of an enter-
prise, it is important to indicate which risks and to what extent they have impact 
on it at a particular time and which risks may affect an entity in the future. As 
part of the identification, an initial risk analysis is carried out and the identified 
risk factors for the business are prioritized (Dziawgo, 2012). A condition nec-
essary for an effective risk identification process, and thus a risk management 
process, is to gather as much information of good quality as possible and not 
to overlook any source of risk, as factors not recognized at this stage will not 
be taken into account in subsequent stages of risk management. It follows, that 
the identification of risk sources in SMEs is the most important phase of risk 
management, as preventive actions can only be developed to eliminate the iden-
tified risk (Dvorsky et al., 2021; Gorzeń-Mitka, 2019).

The sources of risk accompanying business activity rest in the macro-, meso- 
and micro-environment. Macroeconomic factors result from the globalization 
of economic processes and a country-wide economic analysis. A company’s 
high sensitivity to macroeconomic factors results in an increase in the risk 
of the conducted activity due to the lack of any influence on changes in the re-
mote environment (Syrová & Špička, 2023). Meso-economic factors come from 
the sector in which a given entity operates. To a certain extent, a company can 
have an impact on changes taking place in the closer environment thus reducing 
the degree of risk in its operations. On the other hand, microeconomic factors 
are determined by the company’s internal situation. Entities that are most de-
pendent on internal risk have the greatest ability to have an impact on changes 
in risk generating factors and are therefore better able to control the risks ac-
companying their operations (Kokot-Stępień, 2015; Wieczorek-Kosmala, 
2009).

In reference to large enterprises, ready-made risk categories with their reg-
isters can be found, among others, in a report prepared by the AON company 
(Słabosz & Ziomko, 2009). There are also studies relating to smaller entities. 
In one of them, the risk accompanying the activities of micro and small en-



  EKONOMIA I PRAWO. ECONOMICS AND LAW, 22(3), 579–597

583

terprises are divided into fourteen categories (Global Risk Alliance, 2005). 
In another study, the classification identifies ten types of risk typical of SMEs 
(CPA Australia, 2009). Virglerova et al. (2022) group risk into eight catego-
ries, focusing on the interrelationships between sources of business risk, oper-
ational results and the company’s market position. Czerwiński and Grocholski 
(2003) classify sources of risk in six groups, indicating the categories of risk 
factors in each group. Grondys et al. (2022), dividing the risk into four cate-
gories, assess the market, economic, financial and operational risk as a result 
of the threat of the pandemic risk, and Cepel et al. (2020) assess the impact 
of the COVID-19 crisis on entrepreneurs’ attitudes towards selected business 
risks in the SME sector. Dvorsky et al. (2019) indicate and assess the most im-
portant sources of market, economic and financial risk, recognizing them as 
the most important risks that determine the quality and results of small and me-
dium-sized enterprises, while Hudakova et al. (2021), assessing the impact 
of the duration of entrepreneurship on the perception of the most important 
business risks, focus on market and economic risks, considering them the most 
threatening to the business. In turn, Ślusarczyk and Grondys (2019) indicate 
that one of the key threats to the activities of small and medium-sized enter-
prises is financial risk, and Durst et al. (2019), examining the relationship be-
tween knowledge risk and organizational performance, emphasize that every 
organization is exposed to certain knowledge risks that may not only seriously 
jeopardize the organization’s operations, but also seriously delay or prevent 
their implementation.

3. Methods

The study starts with a critical analysis of the literature and reports relating 
to the discussed issue, on the basis of which a morphological table has been 
prepared including the most important groups of risks and risk factors. In order 
to identify the most important category of risks and the impact of individual risks 
on the operation of small and medium-sized enterprises operating in the Sile-
sian Voivodship in various industries, a survey was carried out in the second 
half of 2021, using the CAWI method, and taking advantage of an original 
survey questionnaire. The selection of the research group was not representa-
tive, therefore the research results should be treated as directions for in-depth 
quantitative research in the future. The study primarily covered manufacturing 
companies that had been operating on the market for at least 3 years before 
the outbreak of the pandemic, so that their observations would not focus solely 
on the risks associated with COVID-19. A total of 162 responses were received 
(not all received surveys were suitable for further research), of which 90 com-
plete and correctly filled out surveys were received from companies employing 
no more than 49 people, while 72 surveys suitable for analysis were received 
from companies employing less than 250 people. The survey questionnaires, 



  EKONOMIA I PRAWO. ECONOMICS AND LAW, 22(3), 579–597

584

consisting of a metric and a section concerning risk, were completed by the tar-
get respondents, i.e. business owners or employees in managerial positions.

The conducted research aimed to answer the following questions:
1. Which categories of risks pose the greatest threat to operations of small 

and medium-sized enterprises?
2. Which factors disrupt the operation of SMEs the most and which the least, 

so which events do entrepreneurs fear the most?
3. What is the level of risk in each risk category?
4. What is the level of individual risks?
5. Is there a correlation between risk categories and the size of the conducted 

business?
Questions concerning the discussed research issue were closed-end ques-

tions, which respondents answered using a five-point Likert scale, where 1 
means the least impact of a given risk on business operation, and 5 the greatest 
impact. At the end of the survey space was provided for expanding or adding 
to the selected answers, if necessary. Descriptive statistics was used for the as-
sessment as a generally accepted method of economic research. The obtained 
results, subjected to quantitative analysis using a Excel program and qualitative 
analysis provided the base for formulating conclusions.

Risks grouped into 6 categories were adopted for the study, including in par-
ticular: market risk, financial risk, operational risk, risk related to human re-
sources, Risk related to business management, IT risk. Typical risks affecting 
the operation of SMEs were assigned to each of them, thus providing a risk 
register for each of the indicated categories (Table 1). Then the Chi-2 correla-
tion coefficient and the V-Cramer test were used as commonly used statistical 
methods for non-parametric variables (Table 3).

4. Results & discussion

By identifying the risk, the sources and causes of risks that disrupt business 
operations are identified. For practical reasons, it is important to develop a risk 
source register. In a study aimed at identifying the most significant risks affecting 
the operation of small and medium-sized enterprises, the register of risk sources 
included 25 issues grouped into 6 collective categories covering, in particular: 
external factors coming from the market on which a given entity operates, fac-
tors resulting from the manner and effectiveness of the entity’s management, 
financial factors affecting the financial health of the enterprise, operational fac-
tors related to internal potential, employee-related issues, as well as factors con-
cerning the IT systems used in the enterprise and data storage (Table 1).

In the entire SME sector, and separately in small and medium-sized enter-
prises, the market risk, which unfortunately does not depend on the decision 
of the individual entrepreneur, was assessed the highest. A category of a slightly 
lesser significance, but also important, is financial risk, which entrepreneurs 
can have an impact on, although of course not always and not fully. However, 
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they perceive the least threat in terms of business management, which is cer-
tainly due to the possibility of having the greatest influence in this area (Chart 1).

In the market risk group (Table 2), respondents considered increasing 
competition, which on the one hand constitutes a consequence of increased 
consumer demand for goods, and on the other hand is the result of better ad-
aptation of entrepreneurs to the prevailing market conditions, to be the factor 
most threatening the functioning of SMEs. A company’s competitive position, 
which is the result of the market’s assessment of its offer, depends on a wide 
variety of factors, and that is why when operating in a turbulent environment, 
it is very important to react correctly to any market changes in order to avoid ir-
reversible loss of market share caused, among others, by the emergence of new 
competitors or price wars. Treating competition as a key risk and taking it into 
consideration in one’s operations is particularly important for entities having 
limited resources.

Recently, the operation of all businesses (Table 2), regardless of size and type 
of conducted business, but also the lives of all people in general, has been af-
fected by the COVID-19 pandemic, which increased the rate of change of mar-
ket factors while causing an economic downturn, which have been recognized 
as another important risk in the market risk category. The increasing stagna-
tion related to the pandemic has had an impact on the loss of customers, which 
became another significant factor threatening the business of small and medi-
um-sized enterprises. The numerous restrictions accompanying the pandemic 
were reflected in consumer behaviour and preferences, in many cases causing 
a decline in the sales of all goods.

In the case of financial risk, the factor that most strongly threatens the op-
erations of SMEs consists in the loss of liquidity, which is related to an increase 
in the cost of doing business and problems in settling commercial receivables. 
As a result of rising product prices, increased energy prices, rising wage costs, 
as well as additional purchases due to the need to guarantee the sanitary safety 
of employees and customers at the time of pandemic, an increase in the cost 
of doing business can be seen. This, in turn, raises concern about the risk 
of maintaining an inappropriate ratio of recurrent expenditure and the possible 
and actual income. A rapid increase in costs, even at a stable revenue growth, 
results in declining margins and adversely affects the financial situation. All 
this, as well as the lockdown introduced in the aftermath of the pandemic, led 
businesses to fear losing liquidity, i.e. the ability to pay their most important 
obligations on time. Nevertheless, it is worth noting that companies are getting 
better and better at dealing with excessive cost pressures by better aligning their 
offers with their capabilities. Moreover, due to the unreliability of some con-
tractors and related payment delays, the surveyed entrepreneurs indicated that 
they have started to enter into new contracts more cautiously, verify possible 
partners more thoroughly, and react more quickly to financial arrears. This is 
good, because a steady flow of funding is crucial, especially for smaller entities 
who unfortunately often have limited access to external funding in the form 
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of bank loans. That is because, fearing excessive risk, banks are wary of financ-
ing the SME sector, faulting businesses for a lack of credit history, legal security 
for repaying liabilities to the bank, or limited liquidity.

With operational risk (Table 2), SME entrepreneurs are most con-
cerned about supply chain disruptions. The economic downturn and the pace 
of changes of not only market but also geopolitical factors are forcing compa-
nies to adapt their supply chains to changing conditions very quickly. Restrict-
ing the activities of companies in various industries, closing borders as a result 
of the omnipresent pandemic have disrupted supply chains not only in Poland 
but also globally, which in turn has led to a severe shortage of materials, thus 
posing a major threat to the operations of companies, especially smaller ones 
with a small impact. Subsequently, easing and lifting the imposed restrictions 
resulted in a surge in demand. In that situation, companies are unable to pro-
vide enough raw materials for production, for which there is suddenly a high 
demand, and this in turn has affected shortages for other entities. Long lead 
times due to the lockdown, widespread shortages accompanied by rising prices 
of raw materials and difficulties in transporting products have significantly dis-
rupted SME businesses thereby increasing business risks. Unusual disruptions 
caused by numerous prohibitions and orders resulting in temporarily closing or 
restricting businesses in various industries have resulted in closing many small 
and medium-sized enterprises. Although business interruption is an inherent 
risk of running a business, in order to minimize its impact, entrepreneurs must 
better prepare themselves for the disruptions accompanying reality by develop-
ing various options of action to manage it effectively, bearing in mind that even 
a short-term absence on a competitive market can result in a loss of trust among 
key customers and thus open the door to competition. The technical condition 
of the fixed assets used in the production provision process is also significant, 
which, due to the often limited possibilities of financing investment activities 
in SMEs, is not always satisfactory. The degree of physical wear and tear on ma-
chinery and equipment as well as their economic obsolescence resulting from 
dynamic technical progress are particularly noteworthy. Modernizing the ma-
chinery undoubtedly reduces the business risk, as it contributes to lowering 
production costs, reducing the number of breakdowns and stoppages, decreas-
ing the accident rate and, above all, allowing the quality of manufactured prod-
ucts to be improved.

In the category related to human resources (Table 2), problems with obtain-
ing employees possessing proper education and qualifications were considered 
to be a factor significantly threatening the functioning of SMEs. The risk related 
to human resources results mainly from an ageing population, health problems 
reflected in more frequent employee absences, and staff shortages in the mar-
ket due to not only population decline but also to changes in work culture that 
may have occurred as a result of low unemployment and people from the sub-
sequent generation entering the labour market. Moreover, people are increas-
ingly driven not only by financial considerations and salaries when deciding 
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to work in a particular place, but attitudes towards employees as well as the so-
cial and ethical values of companies are also important to them, so the battle for 
the best employees remains a challenge. The key to the success of any economic 
unit consists in attracting and retaining talented people, for it is talented em-
ployees who are responsible for the shape and development of the business. This 
is a particularly significant risk for small and medium-sized entities, which are 
often not in a position to fight for an employee, either with wages, development 
opportunities, or even benefits. Focusing on attracting people with the right 
knowledge and skills demonstrates recognizing the interdependence between 
the various risks, as the failure to attract talented people to the company may 
cause or exacerbate competitiveness or innovation problems in the near future.

Within the group of factors related to business management (Table 2), 
the biggest concern is the loss of reputation, because reputation constitutes 
a factor that often has an impact on establishing cooperation with contractors, 
access to capital, and the level of demand concerning the products offered by an 
entity. The risk of losing reputation is largely due to the pervasiveness of the me-
dia, including social media. Entrepreneurs operate in an environment where 
everyone, customers, suppliers, business partners, or competitors, have unin-
terrupted access to information that is not always under control. Moreover, it is 
not always possible to put one’s own response forward in the information over-
load. It is also worth adding that, more and more often, the risk of losing repu-
tation is caused by incidents that are sometimes not at all related to the products 
offered by the company, but result from internal workplace relations or links 
with other companies, industries, or suppliers.

A worrying phenomenon in SMEs is that insufficient attention is paid 
to the problem of innovation, which now seems to be even more important than 
before in achieving business success. This is because the implemented innova-
tions increase the entity’s market position, have a positive impact on its rep-
utation and, above all, result in increased profits. The lack of any innovative 
activity can weaken an entity’s competitiveness, and it is then much more diffi-
cult to catch up with its competitors and fight for customers.

In the case of the last of the mentioned categories (Table 2), meaning IT 
risk, businesses are primarily concerned about the violation, or even loss, of any 
company data. A factor enabling both business survival during the blockades as-
sociated with the spread of COVID-19 and the subsequent acceleration of busi-
ness activity after reopening undoubtedly consisted in technology. As a result 
of the situation, the transition of remote working from an option turned into 
a necessity almost overnight, forcing businesses to accelerate their investment 
in appropriate equipment. The change in the technological system in many en-
tities was so rapid that sometimes security vulnerabilities have been overlooked 
or simply accidentally created by less advanced companies, which in turn in-
creased the risk of data violations. In doing so, it should be emphasized that 
in order to effectively deal with any cyber threat, it is important to follow the ze-
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ro-trust principle, a security concept according to which a company always ver-
ifies requests to connect to its systems.

Considering the different types of risks from all categories, respondents con-
sidered loss of liquidity, increasing competition, and the economic downturn as 
the most significant risk factors in the SME sector (Table 2). However, while 
for the second of the indicated sub-areas there was a high degree of consistency 
in the answers provided by respondents, for the third there were also similar 
responses, but the level of standard deviation was significantly higher in terms 
of loss of liquidity, indicating that the answers were somewhat more dispersed. 
However, entrepreneurs from the SME sector, especially the smaller ones, 
attach the least importance to social responsibility of their business, which is 
a pity, because this means that they focus far too much on their activity, ne-
glecting the social interest, environmental protection, and relations with their 
environment. Unfortunately, such activities don’t contribute to the compa-
ny’s competitiveness, hence perhaps a high indication of the threat posed by 
the increasing participation of entities operating in the same industry, especially 
the larger ones, which are more likely to implement CSR, thereby standing out 
from their competitors and building a positive corporate image.

The conducted research shows that in small businesses (Chart 2 and Table 
2), market risk and financial risk were assessed as the highest (3.72 and 3.62 
respectively on a 5-point scale), while business management risk was assessed 
as the lowest (2.96). Threats that have the greatest impact on the operation 
of companies with less than 50 employees are loss of financial liquidity (average 
of just over 4) and increasing competition (average of almost 4). In both cases, 
respondents were consistent in their opinions, as evidenced by the low stand-
ard deviation, fluctuating around 0.9. Less significant factors, but nevertheless 
also important, are the economic downturn, increasing costs of doing business 
and the loss of customers translating into fewer orders, thus reducing the level 
of revenue that would be able to cover the incurred costs. In this case, once 
again, the responses were similar, as evidenced by the level of deviation. Re-
spondents from small businesses also called attention to the threat of changing 
legislation. Unfortunately, legislative processes and regulations often become 
cumbersome and, in addition, incomprehensible to entrepreneurs, thus consti-
tuting a barrier for their development, as reflected in the responses of owners 
or managers of companies employing up to 50 people. In contrast, a relatively 
wide dispersion of responses and therefore a rather high level of deviation can 
be seen for the risk of losing reputation which closes the list of top ten risks 
in small businesses.

Medium-sized enterprises (Chart 3 & Table 2), like small ones, are most 
concerned about market and financial risks (3.82 and 3.63 respectively), while 
they are least concerned about risks arising from managing the entity (3.17). 
The conducted research shows that the business of entities employing up to 250 
people is most threatened by increasing competition and the COVID pandem-
ic-related economic downturn, resulting in an increase in market stagnation 
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and a decrease in sales levels and thus in the value of generated revenue. In both 
cases, there is a high degree of agreement in terms of the opinions of respond-
ents, as the deviation does not exceed 0.9. Furthermore, medium-sized enter-
prises are significantly concerned about risks in the distribution process as well 
as fluctuations in the price of raw materials, which constitute a major challenge, 
especially for entrepreneurs who have signed long-term contracts with fixed 
prices that are difficult to comply with and which, under the existing circum-
stances, often lead to losses. However, it is worrying that many entrepreneurs, 
most likely seeing themselves as contractors, providers of certain services or 
products, rather than as creators, pay far too little attention to innovation. This, 
in turn, makes it more difficult for them to attract talented, well-educated peo-
ple to the company who would have the opportunity to implement their ideas. It 
is also worth mentioning that some respondents (highly varied responses) un-
derestimate the risks associated with computer hardware failure, even though 
the COVID-19 pandemic has forced many companies to change their work or-
ganisation and quickly implement new technologies enabling remote working.

The Chi-2 concordance test used to determine the relation between the level 
of each risk category and the size of the companies, with a significance level 
of 0.05, confirmed a statistically significant relationship. The strength of this 
relationship was determined on the basis of the V-Cramer ratio, which can 
be considered moderate for market and financial risk, for operational risk it is 
on the borderline between moderate and weak, while for other categories this 
relationship is weak.

The issue of risk is widely discussed in the literature, however, most publi-
cations focus on either selected risk categories, or on determining the impact 
of risk on the company’s results, or analyze the threats to SME activity in con-
nection with a specific crisis situation. In addition, the issue of risk identifica-
tion itself, which is the basis for the risk management process in the enterprise, 
is discussed in a too superficial way. There is also no universal register of risk 
sources with clearly defined threats to the activity of enterprises in the SME 
sector.

5. Conclusion

The effectiveness of the risk management process depends primarily on identi-
fying the factors that threaten the operation of enterprises, as risks that are not 
identified at this stage will not be taken into account during subsequent stages 
of risk management and it is not going to be possible to reduce their negative 
impact on the conducted business. During risk identification, which should be 
a repeatable process, it is important to thoroughly analyse potential risk factors, 
i.e. any events that could jeopardise achieving the entity’s intended objectives. 
Their source can be both the enterprise itself and the environment in which it 
operates, which is why a properly conducted risk identification should take into 
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account not only all planes of an entity’s activity, but also the relations linking 
it with its environment.

Looking for areas of risk and recognizing the factors that threaten business 
has an impact on the effectiveness of not only risk management, but also the en-
tire enterprise. In order to facilitate identifying risks accompanying the oper-
ation of economic entities it is important to prepare a risk register on the basis 
of which it is possible to identify the most important disruptive factors for small 
and medium-sized entities.

The biggest threat to the operation of both small and medium-sized en-
terprises consists in market factors from the environment in which the busi-
ness operates and financial factors that can deteriorate the financial situation 
of the entity. The conducted research confirmed that there was even the slightest 
correlation between the individual risk categories and the size of the company. 
In the case of market and financial risks, the correlations were at the highest 
level, while in the case of company management risks, the correlations were 
definitely the lowest.

When comparing the results of the survey in the two groups of companies 
that make up the SME sector, it is possible to see a great convergence among 
the indicated threats. In the top ten, most of the sources overlap, the only ele-
ment that differs is the impact of individual factors on the operations of com-
panies classified by size. Entrepreneurs employing up to 49 people are most 
concerned about the loss of accounting liquidity, followed by increasing compe-
tition and the economic downturn. These factors are to some extent related, as 
the strong impact of the indicated sources of market risk can result in difficulties 
in converting assets into cash with which to settle financial liabilities when they 
are due to be settled. On the other hand, medium-sized enterprises, in addition 
to increasing competition and the economic downturn, are also significantly 
concerned about disruptions in the distribution process, as the inability to de-
liver a given product to the customer on time may increase the activities of com-
petitors, thus affecting the decrease in market share.

The main limitation of the current research is a rather small research group, 
therefore the challenge for the future is to create and conduct broader research 
in the area of risk identification in SME sector entities. In order to increase 
the precision of the obtained results, it is also important to identify factors that 
threaten the activities of enterprises operating in specific industries.

References

Bakos, L., & Dumitrașcu, D.D. (2021). Decentralized enterprise risk manage-
ment issues under rapidly changing environments. Risks, 9(9), 165. https://
doi.org/10.3390/risks9090165.

Burkhardt, K. (2016). Difficulties and risks of interSME cooperation: solutions 
provided by private-equity firms. Revue Internationale PME, 29(3–4), 73–
107. https://doi.org/10.7202/1038333ar.

https://doi.org/10.3390/risks9090165
https://doi.org/10.3390/risks9090165
https://doi.org/10.7202/1038333ar


  EKONOMIA I PRAWO. ECONOMICS AND LAW, 22(3), 579–597

591

Cepel, M., Gavurova, B., Dvorsky, J., & Belas, J.(2020). 
The impact of the COVID-19 crisis on the perception of business risk 
in the SME segment. Journal of International Studies, 13(3), 248–263. https://
doi.org/10.14254/2071-8330.2020/13-3/16.

CPA Australia. (2009). Risk management guide for small to medium business. 
Retrieved 08.06.2023 from https://www.cpaaustralia.com.au/-/media/
project/cpa/corporate/documents/tools-and-resources/business-manage-
ment/risk-management-guide-for-small-to-medium-businesses.pdf.

Czerwińska, T., & Jajuga, K. (2016). Ryzyko instytucji finansowych: współczesne 
trendy i wyzwania. Beck.

Czerwiński, K., & Grocholski, H. (2003). Podstawy audytu wewnętrznego. Link.
Durst, S., Hinteregger, C., & Zieba, M. (2019). The linkage between knowl-

edge risk management and organisational performance. Journal of Business 
Research, 105, 1–10. https://doi.org/10.1016/j.jbusres.2019.08.002.

Dvorsky, J., Belas, J., Gavurova, B., & Brabenec, T. (2021). Business risk man-
agement in the context of small and medium-sized enterprises. Economic Re-
search: Ekonomska Istraživanja, 34(1), 1690–1708. https://doi.org/10.1080/1
331677X.2020.1844588.

Dvorsky, J., Petráková, Z., & Polách, J. (2019). Assessing the market, financial, 
and economic risk sources by Czech and Slovak SMEs. International Journal 
of Entrepreneurial Knowledge, 7(2), 30–40. https://doi.org/10.37335/ijek.
v7i2.91.

Dziawgo, E. (2012). Zarządzanie ryzykiem rynkowym w przedsiębiorstwie w 
warunkach kryzysu zaufania. Zarządzanie i Finanse, 1(4), 157–168.

Florio, C., & Leoni, G. (2017). Enterprise risk management and firm perfor-
mance: the Italian case. The British Accounting Review, 49(1), 56–74. https://
doi.org/10.1016/j.bar.2016.08.003.

Games, D., & Rendi, R.P. (2019).The effects of knowledge management and risk 
taking on SME financial performance in creative industries in an emerging 
market: the mediating effect of innovation outcomes. Journal of Global En-
trepreneurship Research, 9, 44. https://doi.org/10.1186/s40497-019-0167-1.

Gengatharan, R., Al Harthi, E.S., & Ekhlass Said, S.S. (2020). Effect of firm 
size on risk and return: evidences from Sultanate of Oman. European Jour-
nal of Business and Management, 12(9), 62–71. https://doi.org/10.7176/
ejbm/12-9-08.

Global Risk Alliance. (2005). Risk management guide for small business. Re-
trieved 08.06.2023 from http://ict-industry-reports.com.au/wp-content/
uploads/sites/4/2013/10/2005-SME-Risk-Management-Guide-Global-
Risk-Alliance-NSW-DSRD.pdf.

Gorzeń-Mitka, I. (2019). Interpretive structural modeling approach to analyze 
the interaction among key factors of risk management process in SMEs: 
Polish experience. European Journal of Sustainable Development, 8(1), 339–49. 
https://doi.org/10.14207/ejsd.2019.v8n1p339.

https://doi.org/10.14254/2071-8330.2020/13-3/16
https://doi.org/10.14254/2071-8330.2020/13-3/16
https://www.cpaaustralia.com.au/-/media/project/cpa/corporate/documents/tools-and-resources/business-management/risk-management-guide-for-small-to-medium-businesses.pdf
https://www.cpaaustralia.com.au/-/media/project/cpa/corporate/documents/tools-and-resources/business-management/risk-management-guide-for-small-to-medium-businesses.pdf
https://www.cpaaustralia.com.au/-/media/project/cpa/corporate/documents/tools-and-resources/business-management/risk-management-guide-for-small-to-medium-businesses.pdf
https://doi.org/10.1016/j.jbusres.2019.08.002
https://doi.org/10.1080/1331677X.2020.1844588
https://doi.org/10.1080/1331677X.2020.1844588
https://doi.org/10.37335/ijek.v7i2.91
https://doi.org/10.37335/ijek.v7i2.91
https://doi.org/10.1016/j.bar.2016.08.003
https://doi.org/10.1016/j.bar.2016.08.003
https://doi.org/10.1186/s40497-019-0167-1
https://doi.org/10.7176/ejbm/12-9-08
https://doi.org/10.7176/ejbm/12-9-08
http://ict-industry-reports.com.au/wp-content/uploads/sites/4/2013/10/2005-SME-Risk-Management-Guide-Global-Risk-Alliance-NSW-DSRD.pdf
http://ict-industry-reports.com.au/wp-content/uploads/sites/4/2013/10/2005-SME-Risk-Management-Guide-Global-Risk-Alliance-NSW-DSRD.pdf
http://ict-industry-reports.com.au/wp-content/uploads/sites/4/2013/10/2005-SME-Risk-Management-Guide-Global-Risk-Alliance-NSW-DSRD.pdf
https://doi.org/10.14207/ejsd.2019.v8n1p339


  EKONOMIA I PRAWO. ECONOMICS AND LAW, 22(3), 579–597

592

Grondys, K., Ślusarczyk, O., Hussain, H.I., & Androniceanu, A. (2021). Risk 
assessment of the SME sector operations during the COVID-19 pandemic. 
International Journal of Environmental Research and Public Health, 18(8), 4183. 
https://doi.org/10.3390/ijerph18084183.

Hudakova, M., Gabrysova, M., Petrakova, Z., Buganova, K., & Krajcik, V. 
(2021). The perception of market and economic risks by owners and man-
agers of enterprises in the V4 countries. Journal of Competitiveness, 13(4), 
60–77. https://doi.org/10.7441/joc.2021.04.04.

Jajuga, K., Feldman, Ł., Pietrzyk, R., & Rokita, P. (2015). Integrated risk model 
in household life cycle. Wrocław University of Economics.

Jelonek, D. (2006). Identyfikacja ryzyka w handle elektronicznym. Przegląd Or-
ganizacji, 7/8, 68–72. https://doi.org/10.33141/po.2006.78.17.

Kaczmarek, T.T. (2008). Ryzyko i zarządzanie ryzykiem: ujecie interdyscyplinarne. 
Difin.

Kokot-Stępień, P. (2015). Identyfikacja ryzyka jako kluczowy element zarządza-
nia ryzykiem w przedsiębiorstwie. Zeszyty Naukowe Uniwersytetu Szczecińsk-
iego: Finanse, Rynki Finansowe, Ubezpieczenia, 74(1), 533–544. https://doi.
org/10.18276/frfu.2015.74/1-46.

Korombel, A. (2013). Apetyt na ryzyko w zarządzaniu przedsiębiorstwami. Po-
litechnika Częstochowska.

Korombel, A. (2017). Apetyt na ryzyko: próba uporządkowania termi-
nologii. Przegląd Organizacji, 4(927), 47–53. https://doi.org/10/33141/
po.2017.04.07.

Lochan, S.A., Rozanova, T.P., Bezpalov, V.V., & Fedyunin, D.V. (2021). Supply 
chain management and risk management in an environment of stochastic 
uncertainty (retail). Risks, 9(11), 197. https://doi.org/10.3390/risks9110197.

Meshkova, E., Wawrzyniak, D., & Wójcik-Mazur, A. (2018). Risk management 
in banking: credit, market and technology perspective. Polish Economic Society.

Mthiyane, Z.Z.F., van der Poll, H.M., & Tshehla, M.F.A (2022). Framework 
for risk management in small medium enterprises in developing countries. 
Risk, 10(9), 173. https://doi.org/10.3390/risks10090173.

Penela, D., & Miguel, P. (2023). Risk factor disclosures in the US airline in-
dustry following the COVID-19 pandemic. Risks, 11(2), 34. https://doi.
org/10.3390/risks11020034.

Psarska, M., Vochozka, M., & Machova, V. (2019). Performance management 
in small and medium-sized manufacturing enterprises operating in automo-
tive in the context of future changes and challenges in SR. AD ALTA Journal 
of Interdisciplinary Research, 9(2), 281–287.

Sajiah, Y., Hafizuddin-Syah, B.A.M., Rubayah, Y., & Nur Aufa Muhammad, 
R. (2019). The effect of enterprise risk management practice on SME per-
formance. The South East Asian Journal of Management, 13(2), 7. https://doi.
org/10.21002/seam.v13i2.11785.

https://doi.org/10.3390/ijerph18084183
https://doi.org/10.7441/joc.2021.04.04
https://doi.org/10.33141/po.2006.78.17
https://doi.org/10.18276/frfu.2015.74/1-46
https://doi.org/10.18276/frfu.2015.74/1-46
https://doi.org/10/33141/po.2017.04.07
https://doi.org/10/33141/po.2017.04.07
https://doi.org/10.3390/risks9110197
https://doi.org/10.3390/risks10090173
https://doi.org/10.3390/risks11020034
https://doi.org/10.3390/risks11020034
https://doi.org/10.21002/seam.v13i2.11785
https://doi.org/10.21002/seam.v13i2.11785


  EKONOMIA I PRAWO. ECONOMICS AND LAW, 22(3), 579–597

593

Słabosz, J., & Ziomko, R. (2009). Zarządzanie ryzykiem i ubezpieczeniami w 
firmach w Polsce. Retrieved 08.06.2023 from http://insight.aon.com/
PL_2016ARSNEWS_DownloadAonPL.

Ślusarczyk, B., & Grondys, K. (2019). Parametric conditions of high finan-
cial risk in the SME Sector. Risks, 7(3), 84, https://doi.org/10.3390/
risks7030084.

Syrová, L., & Špička, J. (2023). Exploring the indirect links between enterprise 
risk management and the financial performance of SMEs. Risk Management, 
25, 1. https://doi.org/10.1057/s41283-022-00107-9.

Szczerbak, M. (2009). Ryzyko strategiczne działalności przedsiębiorstwa i 
możliwości jego ograniczania. In A. Fierla (Ed.), Ryzyko w działalności przed-
siębiorstw: wybrane aspekty (pp. 43–59). SGH.

Virglerova, Z., Panic, M., Voza, D., & Velickovic, M. (2022). Model of busi-
ness risks and their impact on operational performance of SMEs. Economic 
Research: Ekonomska Istrazivanja, 35(1), 4047–4064. https://doi.org/10.108
0/1331677X.2021.2010111.

Wieczorek-Kosmala, M. (2009). Finanse małego przedsiębiorstwa w teorii i 
praktyce zarządzania. In H. Zadora (Ed.), Finanse małego przedsiębiorstwa w 
teorii i praktyce (pp. 149–186). C.H. Beck.

Zachorowska, A. (2006). Ryzyko działalności inwestycyjnej przedsiębiorstw. PWE.

Acknowledgements

Author contributions: author has given an approval to the final version of the article.

Funding: this research was fully funded by the Czestochowa University of Technology.

Note: the results of this study were presented at 12th International Conference on Applied 
Economics Contemporary Issues in Economy (June 29–30, 2023, Poland).

http://insight.aon.com/PL_2016ARSNEWS_DownloadAonPL
http://insight.aon.com/PL_2016ARSNEWS_DownloadAonPL
https://doi.org/10.3390/risks7030084
https://doi.org/10.3390/risks7030084
https://doi.org/10.1057/s41283-022-00107-9
https://doi.org/10.1080/1331677X.2021.2010111
https://doi.org/10.1080/1331677X.2021.2010111


  EKONOMIA I PRAWO. ECONOMICS AND LAW, 22(3), 579–597

594

Appendix

Table 1.
Register of risks in small and medium-sized enterprises

market risk economic downturn
increasing competition
loss of customers (decrease in demand)
material and commodity price fluctuations
changes in legal regulations

financial risk availability and cost of capital
loss of liquidity
rising costs of business
late payments by contractors
currency fluctuations

operational risk halts in doing business
disruption/interruption in the distribution process
product quality/increase in the number of complaints
physical damage to property
technological failure

risk related to human resources employee absences
difficulty in retaining qualified staff
employee accidents
lack of proper staff on the market
employee dishonesty

risk related to business management social responsibility
loss of reputation
lack of innovation

IT risk data violation/loss
failure of information systems

Source: Own preparation.
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Table 2.
The level of individual types of risk

Types of risk
Small Medium SME

Average SD Average SD Average SD
economic downturn 3.89 0.87 3.99 0.84 3.94 0.86
increasing competition 3.99 0.86 3.97 0.89 3.98 0.87
loss of customers/decrease in demand 3.73 0.91 3.77 0.96 3.75 0.94
material and commodity price fluctuations 3.67 1.07 3.86 0.92 3.77 1.00
changes in legal regulations 3.46 1.24 3.53 1.11 3.45 1.18
availability and cost of capital 3.52 0.98 3.48 0.88 3.5 0.93
loss of liquidity 4.03 0.89 3.72 1.28 3.87 1.09
rising costs of business 3.83 0.87 3.82 0.97 3.83 0.92
late payments by contractors 3.61 0.99 3.71 0.93 3.66 0.96
currency fluctuations 3.11 1.32 3.39 1.02 3.25 1.17
halts in doing business 3.59 0.97 3.67 1.03 3.63 1.00
disruption/interruption in the distribution process 3.69 1.04 3.89 0.92 3.79 0.98
product quality/increase in the number of complaints 3.43 1.16 3.33 1.29 3.38 1.23
physical damage to property 3.07 1.27 2.86 1.42 2.97 1.35
technological failure 3.32 1.18 2.98 1.28 3.15 1.23
employee absences 3.36 1.19 3.28 1.22 3.32 1.21
difficulty in retaining qualified staff 3.42 1.10 3.41 1.19 3.42 1.15
employee accidents 2.96 1.29 2.71 1.32 2.84 1.31
lack of proper staff on the market 3.39 1.18 3.62 1.02 3.51 1.10
employee dishonesty 3.16 1.06 2.96 1.26 3.06 1.16
social responsibility 2.14 1.47 2.98 1.33 2.56 1.40
loss of reputation 3.45 1.21 3.78 1.05 3.62 1.13
lack of innovation 3.01 1.23 2.71 1.39 2.86 1.31
data violation/loss 3.13 1.08 3.42 0.98 3.28 1.03
failure of information systems 3.04 1.11 3.12 1.06 3.08 1.09

Source: Own preparation.

Table 3.
Chi-2 statistics and V-Cramer coefficient for individual risk categories

Risk category Chi-2 V-Cramer
market risk 221.250 0.384
financial risk 189.503 0.315
operational risk 161.492 0.281
risk related to human resources 114.723 0.237
risk related to business management 51.258 0.158
IT risk 120.358 0.243

Source: Own preparation.
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Chart 1.
The level of individual risk categories in SME sector enterprises
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Chart 2.
The level of individual risk categories in small enterprises

3.73 3.62
3.42

3.26

2.87
3.09

0

1

2

3

4

market risk �nancial risk
opera�onal risk risk related to human resources
risk related to business management IT risk

Source: Own preparation.



  EKONOMIA I PRAWO. ECONOMICS AND LAW, 22(3), 579–597

597

Chart 3.
The level of individual risk categories in medium-sized enterprises
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